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All exploration and production projects have significant uncertainties and at least some of
these generate substantial risks. Understanding, quantifying and knowing how to manage
these risks and uncertainties is in today's turbulent business environment indispensable.
Based on this fact this master thesis pursues the main goal to identify best practices and
lessons learnt from the implementation of risk management in exploration and production
capital projects.

The theoretical part of the thesis has to review the literature, which is necessary to work on
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ment techniques. Representative case studies and the specific case of an industry partner
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Abstract

All exploration and production projects have significant uncertainties and at least some of
these generate substantial risks. Understanding, quantifying and knowing how to manage
these risks and uncertainties is in today's turbulent business environment indispensable.
Based on this fact this master thesis pursued the main goal to identify best practices and
lessons learnt from the implementation of risk management in exploration and production
capital projects.

The theoretical part of the thesis starts with an introduction to risk management and risk
assessment techniques and also delivers representative case studies and the specific case of
an industry partner to demonstrate how risk management is carried out in the industry.
Furthermore this part provides overviews about survey methods and benchmarking.

Within the empirical part of the thesis the current status of the risk management in the oil
and gas industry was elaborated by a survey. This took in account the organization of risk
management in the business: responsibilities, structure, knowledge management, methods
and software tools. In addition respondends personal interpretations about actual barriers
and future trends where captured. Informations gained through this study are then analysed
and summarised. Through the combination of these results with the theory best practices
are identified. Finally based on the comparison of the risk management of best practices
with the current praxis of an industry partner, recommendations for improving risk man-
agement in this company are provided.



1. Introduction

1 Introduction

The oil and gas industry has always been strongly linked to risk and uncertainty. Geological,
political, technical, financial or currency-related aspects are some of the most common
risks and uncertainties the industry needs to focus on. Nowadays declining production of
conventional resources, new unconventional resources, new technologies, stricter regula-
tions within HSE, increasing taxes as well higher stakeholder expectations make entrepre-
neurial operations -and thus projects which are a part of these- more and more difficult to
manage. Risks and uncertainties in projects, whenever they occur, can lead to project fail-
ure, boosting project costs or significant increase of project duration or both. Therefore,
risk management has become a crucial asset within project management, gaining more and
more importance on project level and is nowadays a completely incorporated process with-
in large capital projects. Project risk management is an integral' portion of project man-
agement, is considered as a critical factor for project success.

In order to control and supervise this environment with risks and uncertainties, project
management uses structures and disciplined techniques and tools. The project manager and
project team lead the risk management process, by identifying project risks, analyzing and
ranking them, and determining what actions need to be taken to reduce the threats. This
risk assessment lasts throughout the whole project lifecycle. Efficient management of risks
can lead to positive outcome of a project in terms of costs, time as well as quality.

During the process of performing risk management, best practices and lessons learned are
captured. These may support the following steps of the same risk management process or
may be available for other, similar projects in the future. By having access to this
knowledge, positive impacts may be forced. The impacts may be:

e The correct allocation of resources. Providing an adequate budget or sufficient time
for risk management tasks. How to plan the strategy of a given project, for instance
developing the right risk management plan

e Understanding the impact of changes in scope

e Delivering adequate reports to stakeholders

Therefore, whenever results, data and learnings from risk management are used, the suc-
cess rate and efficiency will be higher.

Goals of this study

A variety of studies concerning risk management in the oil and gas industry are carried out
but these are conducted on an enterprise wide level, neglecting the importance of risk man-
agement on the project level. The aim of this Master thesis is to investigate the current
state of risk management practices for exploration and production capital projects by
means of an industry-wide survey. Therefore, this survey should provide answers about the
extent of project risk management, people in charge, methodologies as well as tools. In
order to gain better understanding, it will be important to detect what main barriers stand
in the way of implementing an effective risk management system.

An actual perception as well as future trends will be captured in order to make a general
comparison of where we are and where we would like to be in the future.

"Haseeb M., et al., 2014, P. 134



1. Introduction

In detail, the objectives of the empirical research are as follows:

e To reveal what are the critical factors (enterprise size, knowledge of responsible)
that effectively define a company’s approach to managing risk.

e Study the formal techniques of risk management, in particular the tech-
niques/methodologies which are used in the several phases of the risk management
process of risk identification, risk evaluation and risk monitoring.

e To investigate the organization of risk management, such as the responsibilities for
implementing and maintaining it, as well as the application of international risk
management standards.

e To examine the handling of single projects with respect to their contribution to the
risk profile of the entire enterprise. We will especially focus on the topic of project
risk management; therefore it will be necessary to investigate which techniques are
applied for risk identification and the evaluation of project risks.

e To provide recommendations on how companies/organizations may improve their
project risk management practice and on the development of a framework for their
risk management.

Structure

This work will be divided into two parts, a theoretical part and a practical part including a
survey which has been conducted within the E&P industry. The theory will include the
literature review about risk management and benchmarking, as well as various case studies
reporting about the use of project risk management and the used methodologies. The prac-
tical part will describe the conducted survey about project risk management within the
E&P industry, where various risk management professionals have been asked to deliver
insights about the related topic.

This work will identify benchmarks, in order to define the most important criteria to effi-
cient project risk management. Topics such as methodologies, knowledge management,
qualifications as well as barriers will be deeply discussed; evaluating how companies deal
with these themes will provide crucial information.

Towards the very end of this thesis, after combining theoretical input with industry wide
benchmarks and based on the result of this work, a recommendation will be provided,
which may act as a guideline by presenting a selection of success factors to any risk man-
agement process.
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2 Literature research — Project Risk Management

2.1 Introduction to Project Risk Management

“Organizations of all types and sizes face internal and external factors and influences that
make it uncertain whether and when they will achieve their objectives. The effect this un-
certainty has on an organization’s objectives is called risk.”?

Project risk management deals with the processes of planning, identifying, evaluating, re-
sponding to and monitoring project risks. Business environments are developing in a way
that complexity, dynamism and efficiency are increasing, which requires clean and effective
internal systems such as risk management systems.” The aim is to control and manage the
existing and future risks of a company so that, given reduced risks and continuing oppoz-
tunities for earning, the value of a company increases and that there is an assurance that the
risk position of a company does not exceed its risk-bearing ability (the ability of the com-
pany to bear losses arising from the risks it has entered into without becoming insolvent).*

In order to successfully pass all project phases, it is necessary to deal with risk management.
Actions within any capital project may contain uncertainty and risks (example: On-time
delivery of building materials), explaining the need of a suitable risk management in order
to have adequate treatment of threats or opportunities. While the consequences of threats
are a decrease of chance of success, opportunities increase the chance of success of a pro-
ject.

A risk may be completely avoided. Nevertheless, the objective of risk management is not to
clean up all the threats, but to decrease the probability of an event which could jeopardize
the success of a project. Also, the goal is to increase the probability of an opportunity. The
main idea is to find the right balance between the impact if the risk might ever occur, the
probability of occurrence and cost of treating the risk. It would make no sense to spend
enormous sums of money and much time on trying to avoid a risk, which would have a
minimal impact on the outcome of a project.

Risk management in the E&P industry is performed in various areas such as for project
management, HSEQ), for finances etc. It defines the whole task around treating risks and
opportunities, how the planning processes will be approached and it identifies which activi-
ties will take place. Although the three main areas are general classifications, single risks are
assigned to one of these categories which are based on standards of the industry or set by
the company itself. Trends can be spotted, which helps the identification of risks.’

At OMV

Large companies such as OMYV need standards which basically are documents providing
guidelines and rules for a number of activities. Terms are defined, so that there does not
exist any misunderstandings between individuals within the company.

OMVY has set a standard regarding Project Management which includes some key defini-
tions, guidelines and key elements. For the Risk Management Process, some key elements
with leading questions have been pointed out, which are:

2180 31000, 2009, P. 5

® Sherrer, J., 2010, P. 351
* Henschel, T., 2008, P. 6
5 Sherrer, J., 2010, P. 351
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e Risk Identification: Which risks exist? What are their characteristics? In which
phases or work packages may they appear?

e Impact: Which effect does the risk have on scope, quality, time and cost? What is
the effect of the risk on day-to-day company business and the company interests
outside of the project itself? Financial damage caused by the risk?

e Probability of Occurrence: What is the probability that the risk will actually hap-
pen? 0-10% is a negligible risk (“can happen, but in reality almost never happens”),
11-40% is a medium risk (“It does not happen very often, but it does happen”), 41-
60% is a high risk which can be assumed to occur, and over 61% is a very high risk
where problems can be expected.

e DPreventive Measures: Designed to minimize the probability of risk occurrence and
to reduce the impact of risks. Preventive means that the measures are implemented
before the effect. Implementation of measures requires resources and project plan-
ning with regard to cost and schedules.

e Reactive Measures: Implementation of measures once the risk has occurred. Plan-
ning of measures upon occurrence of risk. Modification of project plan. Emergency
scenarios and costs.

e Controllability: Showing to which extend the risk exists.
e Cost of Risks: Cost of the damage.
e Expected Cost: Cost of risks x Probability of occurrence.

e Cost of Risk Provision: Cost of preventive measures.’

Assigning likelihoods to risks or accepting a remaining risk, also called residual risk can be
different according to the size of the capital project and the philosophy of the organization.

Furthermore, OMYV has a standard which is defined in a master document called “Project
Risk Management Standard for Capital Projects”, and all projects have to follow the guide-
lines given throughout that paper. We will later on see and discuss the content of this
standard.

Key Definitions

In Theory

Before going into details about the procedures within risk management with the methods
and tools that come along, one needs to define the term “risk”. There are many different
definitions, over 100 different regulations and standards currently exist to risk and risk
management, such as the one of ISO 31000 where a risk is an “effect of uncertainty on
objectives”, with effects being positive or negative deviations from the expected.” The def-
inition of a risk in the PMBOK Guide, a standard published by the Project Management
Institute, is being an “uncertain event or condition that if it occurs, has a positive or nega-
tive effect on a project’s objectives.”®

® Hutter K., 2009, P. 85
7 1S0-31000:2009, P. 1
& PMI, 2008, P. 2
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In a more detailed definition, a risk "is a situation wherein all possible outcomes and the
probability of occurrence are known, even as one does not know which outcome shall
surely occur.

o Addresses discrete events (e.g. discovery or dry hole)

o Can be both: A threat or an opportunity"’

Other definitions are:

e “Risk: The probable frequency and probable magnitude of future loss”"
e “Risk is the potential that a given threat will exploit vulnerabilities of an asset or
group of assets and thereby cause harm to the organization™"!

Uncertainties are defined for example as “situations wherein the possible outcomes or
probabilities of the outcomes are unknown, or both the possible outcomes and probability
of outcomes are unknown.

. Result depends on unknown circumstances (e.g. oil price)

. Occurrence probability of an event is not quantifiable”."

It must be mentioned that we are nowadays encountering a problem with the great amount
of definitions of risk and uncertainties. There is no single universal definition. There are
many varying and mistakable definitions, which lead to a globally wide confusion. This
furthermore leads to a great amount of different approaches. We will rely on the PMBOK
definition of risk given above, which remains simple and relevant for the topic of this the-
sis.

The term “probability” can be understood as a “degree of confidence” according to Jacob
Bernoulli, to which one attaches an uncertain event with a degree varying from individual
to individual depending on the individual knowledge."

Furthermore, based on the ISO standards, other key terms and definitions are of im-
portance for the continuation of this work. These definitions are:

e Risk management: the coordination of all activities to direct and control an organi-
zation with regard to risk.

e Risk attitude: the approach of a company to assess and eventually pursue, retain,
take or turn away from risk.

e Stakeholder: person or organization that can affect, be affected by, or perceive
themselves to be affected by a decision or activity.

e Risk Assessment: within the standard of ISO 31000 and ISO 31010, the term risk
assessment stands for the categories of risk identification, risk analysis and risk
evaluation.

e Risk source: an element which can come alone or in combination with other ele-
ments to give rise to a threat or opportunity.

® Ezendu, E., 2010, P. 7

1% Jones, J.A., 2005, P. 8

" ISO/IEC-27005:2008, 2008, P. 3
2 Ezendu, E., 2010, P. 7

3 Macmillan, F., 2000, P. 21



2. Literature research — Project Risk Management

e Event: occurrence or change of a particular set of circumstances.

e Consequence: outcome of an event affecting objectives.

e Likelihood: chance of something happening, also called probability.
e Risk profile: description of any set of risks.

e Risk analysis: process to comprehend the nature of risk and to determine the level
of risk

e Risk criteria: terms of reference against which the significance of a risk is evaluated.

e Level of risk: magnitude of a risk or combination of risks, expressed in terms of the
combination of consequences and their likelthood.

e Risk evaluation: process of comparing the results of risk analysis with risk criteria to
determine whether the risk and/or its magnitude are acceptable or tolerable.

e Risk treatment: process to modify risk.
e Risk control: measure that is modifying risk.
e Residual risk: risk remaining after risk treatment.

e Risk monitoring: continual checking, supervising, critically observing or determin-
ing the status in order to identify change from the performance level required or
expected.

e Risk review: activity undertaken to determine the suitability, adequacy and effec-
tiveness of the subject matter to achieve established objectives.*

At OMV

Project risks may be present today or can occur in the future. A project risk is an “uncer-
tain event or condition that, if it occurs, has a negative (threat) or positive (opportunity)
effect on at least one project objective (such as safety, scope, cost, quality and schedule).”
Risks should be as much as possible differentiated from uncertainties and issues. An uncer-
tainty is associated with price regimes (i.e. crude oil, product prices), market forecasts,
weather, subsurface or similar topics. Usually uncertainties are communicated and accepted
by the project as soon as the project is kicked off.

The table below shows some examples for threats and opportunities.

Theme Threat Opportunity
A snowstorm may affect the level of difficuly Good weather may accelerate the construction
Mature to work: outside or makes it impossible to get Because of less rainy/stormy days then expected
to worke
Financial Price raise for materials low rent opportunity due to sharing of the location
' Innovation means higher costs and engineering | Mew infrastructure enhances efficiency, new computers
Technical . -
Risks accelerates communication and warkflow

Table 1: Threats vs. Opportunities!5

' 1S0 31000, 2009, P.15
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A project risk, that has already occurred, is regarded as an issue. It is useful to consider
project risks at two levels — as individual risks and the overall project risk. Individual risks
are specific events or conditions that might affect project objectives. Day-to-day project
risk management focuses on these individual risks in order to enhance the prospects of a
successful project outcome. The overall project risk represents the effect of uncertainty on
the project as a whole. The overall project risk stands for the exposure of stakeholders to
the implications of variations in project outcome and is an important component of strate-
gic decision-making, portfolio management and project governance where investments are
sanctioned or cancelled and priorities are set.'’

2.2 Roles in Risk Management
In Theory

A project in which risk management is required needs key people with given roles and re-
sponsibilities. According to PMI as well as ISO, these key roles are:

e The Project Manager: He is the head of the project. He is responsible for the entire
risk management process, for its coordination and all its activities that go hand in
hand with the project.

e The Risk Manager: He is the head of the risk management activities for a given pro-
ject. He coordinates the activities with the project manager, monitors the risks and
is responsible for transmitting information regarding risks to the project team and
stakeholders. A risk management plan which is written down at the beginning of
the project defines exactly his level of authority regarding decision making.

e The Risk Owner: Not every risk is similar. Therefore, some risks need risk owners
with different skills than others. The risk owner has the expertise to treat the risk
he is assigned to, in order to perform optimal risk responses, contingency plans,
risk actions and monitoring the risk.

e Risk action owner or Risk response owner: Is the person responsible for carrying
out the tasks included in his name."’

'® Sherrer, J., 2010, P. 355
'® OMV Austria, 2012, P. 3
" Sherrer, J., 2010, P. 355
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@ Project Risk Management &

Project Manager

Risk Manager

—|dentified Risk #1=——8 —|dentified Risk #2———8
Risk Owner Risk Owner
Risk Action Owner Risk Action Owner
O—=|dentified Risk #3=———@ —=|dentified Risk #4=———@
Risk Owner Risk Owner
Risk Action Owner Risk Action Owner

Figure 1: Roles in Risk Management!8

According to several authors, the top management should be responsible for the manage-
ment of risks. Responsibility in this case means to set the company’s risk strategy and de-
termining the direct responsibilities of each employee in the risk assessment.'”*’*!

At OMV

The role distribution in risk management within OMV is quite similar to the theoretical
approach. Hence, following roles must be assigned and resourced accordingly. Projects are
recommended to include them (with clear deliverables, training requirements and time allo-
cation) in the tasks and targets of all team members.

e Project Owner: Sets project objectives and risk acceptance criteria, approves risk
management plan and risk matrix and uses risk information for decision making.

e Asset Development Manager: Own the project risk management plan, ensures risks
appropriately reflect TECOP (Technical, Economical, Commercial, Organizational
and Political factors) for the project, ensures risk management activities are execut-
ed effectively.

e Project Manager: Champions the risk management system, coordinates the risk
management plan with the asset development manager approves risk responses and
assigns resources for the risks, uses risk information for evaluating options and
preparing decisions.

'® Sherrer, J., 2010, P. 355

® Dickinson, G., 2001, P. 360-366

2 The Faculty of Finance and Management of the Institute of Chartered Accountants, 2002, P. 1
Federation of European Risk Management Associations, 2003, P. 1



2. Literature research — Project Risk Management

e Risk Coordinator: Drafts the project risk management plan with the project manag-
er, coordinates lessons learned from the past and up to date, gives training and
support to risk owners and project team, maintains quality of risk register, proposes
risk owners, accepts/rejects risks in risk register, reports to management.

e Risk Owner: Describes and assesses the risk and proposals suitable risk responses,
obtains approvals and resources for responses, tracks progress, reviews risk, im-
proves responses, closes risks.

e Action Owner: Executes actions as agreed with risk owner, records action status in
risk register.

e Team Member: Identifies risks and proposes them to the risk register, gives feed-
back over effectiveness of risk responses to risk owner.

2.3 Risk Management Process
In Theory

Effective risk management is about finding a balance between probability and impact, as
well as knowing how to detect, analyze and treat risks or opportunities. Understanding the
risks as well as the strategy of the organization can be of crucial importance, as not every
risk is worth dealing with, and not every opportunity may be have a big impact on the out-
come of the project. Organizations must have a certain flexibility in order to act/react
quickly whenever opportunities are identified that could be profitable. The tasks must be
performed in a controlled form, within the parameters that have been pre-established.

Businesses are different; therefore each organization must assess a healthy mix in order to
perform risk management on all levels. By doing so, the operations and projects will most
likely achieve their full potential. The company will understand the risks and opportunities
that it may encounter along the way. *

Risks need to be identified and treated, so that each activity can have a maximum value by
increasing probabilities of success and decreasing probabilities of failures, without neglect-
ing opportunities hidden in “positive” risks. Risk treatment means that an analysis process
is then followed by an evaluation, resulting in a prioritization and decision by the responsi-

ble.

This continuous process of risk management runs and develops itself throughout the strat-
egy of the company and its implementation. The culture and strategy of the organization
integrate the entire process and therefore there is a translation from strategy into tactical
and operational objectives.

Risk management processes:
e DProvide the framework enabling future activities taking place in a controlled man-

ner.

e Improve and support decision making, planning and prioritization. A good under-

standing of the activities and opportunities/threats are given.

% Ernst & Young, 2013, P. 3
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e Help to use capital and resources in a more efficient way.
e DProtect the image of the company
e Develop and support people and the organization’s knowledge base

e Optimizes operational efficiency®

|  Estacéshing the context  —s

Rlisk assessment
|

*
Risk dentification

Communlcation homitoring
and Risk analysis |- i
consultation review

Flsk evaluation

-—4-| Risk treatment |.._...

Figure 2: Risk Management Process by ISO 3101024

Figure 2 shows us an example of a standard of the risk management process given by ISO
31010 and ISO 31000.

Throughout the literature, we can determine a trend which breaks down the risk manage-
ment process in four subareas:

e Identification of risks

e Quantification/evaluation of risks

e Management and control of risks

¢ Continued reporting on the development of risks™

At OMV

For OMYV, it is of great importance that risk management is understood as a routine pro-
cess, within all operations (ex: (Fahmisyafri, 2013) project management) and areas of
knowledge.

OMYV’s approach can be seen as proactive through following activities:

2 |RM, 2002, P. 4
#1S0 31010, 2009, P.13
% Henschel, T., 2008, P. 6
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Risk management must be performed on all capital projects, respecting the man-

agement commitment.

The risk management process must be started early in the project lifecycle. Reason:

Front End Loading

* Major Influsnce r Rapldly Decreasing Influence Low Influence

b >4

UNCERTAINTY

Front End Loading/

SIHNLIANIAX3

Project Definition

T T J I

Figure 3: Front End Loading?

“The best opportunity to make a positive impact on the life cycle of a major capital project
is during early planning, even before the capital outlay occurs.”?’

As figure 3 shows, the earlier we manage to identify and reduce the risk of a negative event,
the less costly it will be for the organization, paired with a higher efficiency. All following
risk processes and decisions are based on the risk register and have great impact on budget,
timeframe and scope of the project.”

Include all key stakeholders and disciplines in the process.

Identification, assessment and prioritization of the key risks.

Focus also on opportunities, not only on threats.

Evaluation and updating project risks is continuous and regular task

All changes, progresses and updates are communicated to the key stakeholders

Lessons learned must be captured; project best practices must be shared.”

% Fahmisyafri, F., 2013, P. 1

# Ernst & Young, 2013, P. 1

% Operations Readiness & Assurance (OR&A) Ltd., P. 2
* OMV Austria, 2012, P. 4
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Furthermore, the entire risk management policy is seen as being proactive. A proactive
policy includes the anticipation of future changes or problems, while the reactive one
would focus on responding to any situation. Being calculative would involve the assess-
ment of probabilities for certain events.

2.3.1 Planning Risk Management — Establishing the Context
In Theory

Planning is the first step during a projects risk management phase. In this early stage, a plan
is established with exact definitions.

The intensity of the risk planning is proportional to the priority, cost and complexity of the
project. These key parameters are indicated in the project scope and project management
plan. Specific risk management activities may also be required directly by the company,
customer, stakeholders and project team.

Several standards such as the Project Management Institute Standard and the ISO 31000
Standard name this step differently, but it basically comprises the same facts.

The planning is commonly conducted by at least the project manager, project team and key
stakeholders, but the best results are achieved by including a wider range of experts. At the
end, a stable foundation should stand, offering a plan which can be seen as a guideline with
several key points such as:

e Defining goals and objectives of the risk management activities.

e Defining the activity, process, function, project, product, service or asset in terms

of time and location.

e Defining the relationships between a particular project, process or activity and oth-

er projects, processes or activities of the organization.

e Identifying, scoping or framing studies needed, their extent and objectives, and the

. . 3
resources required for such studies.”

e Risk management methodology: it describes the approach, tools and techniques
which will be used. Furthermore, definitions are given and risk categories are prede-

termined.

e Risk responsibilities: roles and responsibilities of each individual in the team

throughout the entire risk management process.
e Timeframe and budget for the risk management activities.

e Tolerances, thresholds and authority level: describing which risks can be tolerated

up to which point, and describing decision making authority levels.”

%180 31000, 2009, P. 24
3 Sherrer, J., 2010, P. 358
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Risks must be classified in so called risk categories. Depending on the nature of the risk, it
is classified in one of several categories. The sources can easily be identified and indicative
guidelines can be set for each category.”

Category Description Indicative Guidelines (examples)

Missed business opportunities;
Financial The inability to fulfill the commitments. Wrong estimate of labor cost or
material cost;

. . Inefficient use of energy; Incorrect
Nature related risks: energy efficiency, &Y

Environmental . . storage and waste treatment; sus-
pollution, noise o
tainability issues
Technical Quality of designs and materials, new Update to newest technology; lack
technologies of skills; quality of work

Table 2: Examples for Categories of Risks3?

Further on, during risk evaluation, risks will have to be “prioritized” based on their proba-
bilities of impact and the effects they may have on the entire project. A risk with an effect
that may jeopardize the project and high probability is ranked as a high priority risk. This
ranking is a scale, which is a clear, simple and easily understandable by all people involved
in the risk management tasks.

Three types of scales are commonly used:
e The relative scale, which is the simplest one to use and to understand. The range is

from very low to very high.

Low ‘Medium High -

e The linear scale, a numeric scale ranging from the lowest number until the highest

Very Low

number in a linear way.

RN
e The non-linear scale, which is a numeric but with unequal differences between the

single numbers. Used for emphasizing an impact.™
R [

At OMV

®2 District Council of Kent, 2012, P. 1
* Sherrer, J., 2010, P. 358
3 Sherrer, J., 2010, P. 361
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Generally, OMYV standardized its own risk management plan, where the capital project is
described, risk management scope and objectives are set and where the methodology is
given. Furthermore, roles and responsibilities as well as levels of authorities and budgets
are written down.

It is created by the Asset Development Manager, the Project Manager and the Risk Coor-
dinator in the planning phase starting in “Identify & Assess”, and is monitored and updat-
ed throughout the project lifecycle.

Project Risk Management

ldentify & Assess Select Define Oparats
]

Taligatn F

Closeout

Figure 4: Project Risk Management Lifecycle at OMV?3>

The overall tasks are to define external, internal and the risk management context, as well
as the classification of risk criteria.

The external context means that the company must get familiar with the surrounding in
which the project will be located.

e Cultural, political, legal, regulatory, financial, economic and competitive factors
whether international, national, regional or local.

e Key drivers and trends having impact on the objectives of the project

e Perceptions and values of external stakeholders

Internal context involves:
e Capabilities of the projects regarding resources and knowledge
e Information flows and decision-making processes
e Internal stakeholders
e Objectives and the strategies that are in place to achieve them

e Perceptions, values and culture

The context of the risk management process includes:

e Defining relationships between a particular project or activity and other projects or
activities of the organization

e Defining risk assessment methodologies
e Defining risk criteria
e Defining how risk management performance is evaluated

e Identifying and specifying the decisions and actions that have to be made

% OMV Austria, 2012, P. 7
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When defining risk criteria, focus has to be set on:

Nature and types of consequences to be included and how they will be measured
The way in which probabilities are to be expressed

How a level of risk will be determined

The criteria by which it will be decided when a risk needs treatment

The criteria for deciding when a risk is acceptable and/or tolerable

Whether and how combinations of risks will be taken into account

As an example, the following page shows the table of content of OMV’s standardized risk
management plan.

15
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Project Description

e Business objectives/project objectives
e  Stakeholder analysis

® Project interfaces

Risk Management Scope and Objectives

®  Success criteria / project trade-offs
e  [Exit criteria (economical & technical)

® Risk acceptance criteria

Risk Management Methodology

Relationship with the organizational environment
Risk management activities
Project tailored risk breakdown structure

Key deliverables

Information sharing — lessons learned

Risk Management Organization

® Roles & responsibilities and levels of authority for risk management
® Budgeting for risk management activities added to the project budget

Use of Risk Management Tools

Communications Planning

Attachments
® Project Risk Breakdown Structure
® Project Risk Register
® Project Risk Matrix
[ ]

Project Risk Management Process Summary

Required Documents for Risk Workshops

Table 3: OMV Risk Management Plan — Table of contents®

2.3.2 Risk Identification

In Theory

Risks must first be identified before they can be processed. Therefore a risk register is de-
veloped as soon as the planning ends, with all threats and opportunities listed in.

This is an activity which is done in an early project phase; therefore all following processes
are based on the identification of the threats and opportunities. The later they are identi-
fied, the more impact they may have on finances, timeframes and project scopes.

% OMV Austria, 2012, P. 2
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Optimal identification of risks is achieved by gathering around all key people and experts
such as project team, stakeholders, subject experts, consultants and other professionals,
and having them collaborate.

Before going into details about methods and tools, it is important to discuss the sources of
risks. Identification of risk is best started when key project documents and factors are first
considered. These can be:

e The project scope baseline: It contains the project scope statement and the work
breakdown structure. These documents define the project and can be used to find
constraints and assumptions, which may result into risks.

e Activities: The list of activities and their attributes, estimations, costs may help for
finding potential threats or opportunities.

e Project management plan: In this document, risk factors may be found in the
scope, timeframe, budget, quality, human resources, procurement or technology.

e Enterprise environmental factors: Databases, benchmarks or studies which have to-
do with the project may include risk factors. Furthermore risk elements such as cul-
ture, portfolio management practices, hierarchy or reporting structures may also be
points of discussion.”

There are many methods of identifying risks. We can class them in three main categories:
evidence based methods (checklists, historical data), systematic team approaches, and in-
ductive reasoning techniques such as HAZOP (hazard and operability study)™. There is a
large range of tools and methods classified into families for this purpose.

These are:
e Information gathering techniques:

* Brainstorming: Consisting of a moderator, encouraging participants (a mix
of diverse and experienced professionals) to let their imagination take over.
A broad sight should be the focus and the participants are not interrupted
during the brainstorming. The moderator throws in leading questions,
which are used as starting point of the topic. The purpose of performing
brainstorming is to stop blockages in the mind and enhance intuitive
thoughts. It is a very simple, effective technique and is appreciated in many
industries.” It is highly appreciated in the oil and gas industry, for example
during the search of constraints and possible problems during redevelop-
ment projects.”’

* Interviewing: Interviewing professionals and people with rich knowledge in
the projects matter may be one of the easiest and most accurate methods. It
can be done via e-mail, telephone or face to face and only requires that the
interviewer is well prepared so that the right questions can be asked.
Knowledge, experience and personal touch of the professionals are what
make the interviewing technique very effective.

% Sherrer, J., 2010, P. 366-367
* 1S0 31010, 2009, P. 14

% NyBlom, S. E., 2004, P. 3

0 Wongnapapisan, B., 2004, P. 2
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* Surveys: Surveys can be useful for gathering risk information from experts
in a structured way. They can be done anonymously and can be processed
easily. Here also, the professionals performing the survey have a high level
of experience and knowledge, and providing high quality results.

* Root cause analysis: A method that helps identifying causes and problems
that may be the root of an event.

¢ Documentation reviews: Here, the focus is on checking up incomplete, missing and
old documents which are integrated in the project. Here, assumptions and limitati-
ons may be found, causing risks.

e Assumption analysis: This risk identification method consists of finding possible
assumptions at any point in the project, being a source for risks. Reliability for eve-
ry assumption is reviewed and may result in proof of inaccuracy of the assumption.
In that case, there should be a proper project management process for replanning
without any assumptions.

e Checklist analysis: Based on the risk categories and reviewed/improved throughout
the project.

e SWOT analysis: A strategic planning tool which identifies Strengths, Weaknesses,
Opportunities and Threats.

e Diagramming techniques:

* Flowcharts: Steps and decision points are connected and pointed out. Risks
may be found within relationships in the process.

* Cause and effect diagram: Also called Ishikawa diagram, pointing out causes
of specific events/problems.

* Influence diagram: It is a graphical representation of a decision. Essential
elements are displayed with decisions, uncertainties and objectives and how
they influence each other. There is no sequential order."

Once a risk has been identified, it is included in a so called “risk register”, which is a list of
all project risks with their information and updated throughout the project life. A risk regis-
ter gathers a wide range of information such as:

“ Sherrer, 2010, P. 371
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Name Detail
1D Name of risk, ID number
Risk owner responsible for monitoring & controlling
Risk category Which family it belongs to (technical, environmental etc...)
Root cause What is leading to the risk?

Potential response

How it might be treated

Impact ‘The effect the risk may have once it occurs
Probability How likely will it occur
Probability and impact score for the risk, usually the result of probabil
Risk score ity X impact
Risk priority Which risk has priority over others

Risk response

The action taken once the risk has been evaluated. Exploiting opportu-
nities and minimizing threats

Risk response responsibi-
lities

Risk action owners

Secondary risks

Risk which arise through the response of a previous risk

Risk response budget

Budget/resources allocated for risk response

Risk response schedule

‘Timeframe for risk response

Contingency plan

Actions that will be taken if risk response fails

Fallback plan

Backup for contingency plan

Table 4: Information gathered in a risk register +

At OMV

OMVY has a similar way of identifying risks. Early and regular identification are important
so that key project decisions can be made at the right time, with an optimal strategy set in
place. Also, risk identification should be possible at any time of the project risk manage-
ment process and not be limited by any schedule or regulation. Furthermore, a broad range
of risk sources is a guarantee for a higher possibility of identification. In this case, OMV

“2 Sherrer, 2010, P. 372
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attaches importance to the term TECOP, which are risk sources standing for Technical,
Economical, Commercial, Organizational and Political factors. A big focus is set on oppoz-
tunities at OMYV in order to maximize a projects value. Identified risks must be related
toast least one projects objective and a wide range of stakeholders ensure that all perspec-
tives are represented and considered. Furthermore risk statements must be complete, with
a clear description and with an exact ownership.

Identifying risks is not a simple task, it requires the ability to look forward and therefore
have a certain level of experience. OMYV pairs a high level of expertise with three identifica-
tion methods, which are also commonly used in the industry: the use of a risk breakdown
structure, risk registers and brainstorming during risk workshops.

Risk breakdown structures: Project risks are represented in a hierarchical manner,
showing potential risk sources. An organized list of risks can be made with help of
TECOP. Risks are then categorized and put in the risk breakdown structure at a
point where they can be broken down once again. This risk identification method
highlights the risk exposure types, dependencies between individual project risks,
the root of a risk, correlations between risks and the overall project risk.

Risk register: This is the document, where all risks are entered with a uniform for-
mat. This register is kept simple and manageable. Each individual risk gets an iden-
tification number, its source from the TECOP sources, and identification if it’s a
threat or an opportunity. Causes, the risk itself and its effect are described in a few
words. Furthermore, we can find a quick yes/no answer if the risk is a potential
show stopper. For risk identification, the risk register ends here, but continues as
the next steps are risk analysis, evaluation and treatment. Therefore, the risk gets an
individual rating and probability of occurrence resulting in a prioritization. A risk
treatment plan with owner and contingency plan is developed. Figure 5 shows a
conventional risk register

20
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Risk ReflD | A unique reference number to easily identify each risk
Project phase | Assess, Select, Define (FEED, Re-FEED, EPC. Operate, Demalition.
Risk Descrption | A text description of the risks
Key drivers | What might cause the risk to ccour
E;;sttr:;}gs VWhat's currently in place to manage each key driver?
Assess Risk | Assess arrant risk severity. {impact & likelihood}. Risk score.
Enter the Probahility value 1-5, where :
5 Frequent, Almost Certain
Before e hable, Likely

Mltlga“gn' 3 Occasional, Moderate

Probability :
2 Remaote, Unlikely
1 Improbable, Rare
Enter the Severity, Impact value 1-5, where -

Bef 5 Catastrophic
efore =
Mitigation: ; e
Severty Impact

2 Marginal
1 Megligible

Before

A traffic light value (Red, Amber, or Green) will be calculated automatically from the

M't'gﬁgﬁgr values entered against Probability & Severitylmpact
Mitigation | What further actins (if deemed necessary) are planned to reduce the risk
Action Owner WWho owns each qf ﬂ_wg further actions? The initials or full name of the business risk
owner (select an individual rather than a teamfgroup)
Due date | When are the planned actions due to be implemented
Resdual Risk | Assess arrant risk severity. {impact & likelinood}. Risk score.
Enter the Probability value 1-5, where :
5 Freguent, Almost Certain
After Mitigation: | 4 | Probable, Likely
Probability | 3 Occasional, Moderate
2 Remote, Unlikely
1 Improbable, Rare
Enter the Severity, Impact value 1-5, where -
5 Catastrophic
After Mitigation: | 4 | Severs
Severty Impact | 3 Criical
2 Marginal
1 Megligible
After Mitigation: | A traffic light value (Red, Amber, or Green) will be calculated automatically from the
Risk Rank | values entered against Probability & Impact

Figure 5: Detailed explanation of the components of a Risk Register+

e Risk workshops: A brainstorming with high cross-disciplinary expertise is led by a

professional and strong facilitator. Risk workshops are strongly recommended for

capital projects.*

2.3.3 Risk Analysis

This step is all about acquiring a better understanding of the risk. It provides an input to
risk assessment and to decisions about whether risks need to be treated and about the most
appropriate treatment strategies and methods. Here, the focus is on determining the impact
and the likelihood of occurring in order to determine a level of risk.

3 Bensahraoui, M., et al., 2012, P. 3

“ OMV Austria, 2012, P. 8-9
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The plan is to consider the causes and sources of risk, the probability and consequences
and the factors that affect these facts. An event may have several consequences. Here, the
methods used can be qualitative, semi-quantitative or quantitative.*

Qualitative risk analysis
In Theory

Qualitative risk analysis is the first of two tasks during risk analysis. It follows risk identifi-
cation and leads to a prioritization of risks, because of the identification of many during the
previous step. Here, two points are important.

e What is the magnitude, the impact of the event?
e How likely will the event occur?

The purpose here is to understand more about the identified risks and make priorities for
the project. Project risks are described in words, probabilities and impacts during qualita-
tive risk analysis.

The risk register shows the entire list of all identified risks. They are evaluated, prioritized
and ranked based on their overall risk rating score, expected monetary value, impact, or
combination of several methods.*

In the risk management plan, the methods of probability and impact assessments are estab-
lished as well as the data sources. The overall main three steps during qualitative analysis
are:

e Identifying risk sources, triggers and interdependencies
e Each project risk and opportunity receives probabilities and impacts
e Assessing and prioritizing by using a risk matrix

A risk matrix such as in the “Planning Risk Management” chapter gives a quick and simple
overview over likelihood and impact (which is based on the project risk acceptance criteria
of the risk owner) of each risk. These two main criteria are assessed by the project team
which gathers and analyses data. It is important that approaches and risk terms are used
which have been defined in the risk management plan. The result is a single risk severity
which should not be understood as a quantitative result pointing out expected losses, costs
or numerical values.

At OMV

The purpose of qualitative risk analysis is to provide a comprehensive understanding of
known risks for prioritization on the project. Qualitative analysis is the attempt to ade-
quately characterize project risks in words, in likelihood of occurrence, in impact on indi-
vidual objectives and with the aim to develop appropriate risk treatment strategies. OMV
suggests utilizing a risk matrix. It allows two measures: likelihood and impact.

OMY has following objectives when establishing a risk matrix:
° Maximizing the value regarding costs and benefits

. Respecting the schedules

5150 31010, 2009, P. 15
6 Sherrer, J., 2010, P. 376
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° Production targets (oil, gas, power, refined products)
. Ultimate recovery (E&P reserves)

o HSSE integration

. Community, government, reputation and media

. Legal and regulatory compliance®’

OMVY points out that it is important to stress that the results of the quantitative risk as-
sessment (impact x likelihood) should not be understood as quantitative results. What dif-
ferentiates qualitative risk assessment from quantitative risk assessment is that the former
does not try to assign distinct numerical values to assets, expected losses, and cost of con-
trols by using statistical modelling techniques. Instead, relative values are estimated in risk
identification workshops.

Quantitative risk analysis
In Theory

Costs or other impact measurements are assigned to identify risks when performing quanti-
tative risk analysis. A numerical estimate of the overall risk effect is performed. This step
takes place on an individual risk level where estimates of the projects objectives such as
scope, budget and schedule are made. This is a continuous step which is performed fre-
quently during risk monitoring and control in order to see if the project’s overall risk level
has changed. It is a time and budget consuming task and therefore should only be done on
high priority risks. The goals for performing quantitative risk analysis are: predicting likely
project outcomes based on combined risk effects, characterize the risks likelihood and im-
pact by using probability distributions, to use project models, to estimate likelihood of
meeting targets and contingency requirements and to identify risks with the “greatest effect
on the overall project risk.*

As for each task, the risk management plan defines the methods and responsibilities for
quantitative risk analysis. The results are transmitted into the risk register, which is there-
fore updated on a regular basis.

Some of the methods to perform quantitative risk analysis are:

e Sensitivity analysis: Each project objective is considered individually, and how un-
certainty can change the impact. Hence, it is possible to identify which risks have
bigger impacts then others. Sensitivity analysis is particularly useful, when consider-
ing projects within field development decisions or exploration decision making.
The principle starts from a “base case” analysis which should contain the central or
most probable assumptions. We change one assumption at a time, keeping all other

assumptions the same as in the base case.

4T OMV Austria, 2012, P. 10
8 OMV Austria, 2012, P. 10
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Figure 6: Sensitivity analysis using a spider diagram™

It shows that the steeper the “legs” of the spider, the more sensitive is the project
to changes in that variable. As we can see in the figure above, offshore projects are
typically most sensitive to variations in capital costs ( front end costs) and oil prices
(determine revenue of the project), and not so sensitive to operating costs (they oc-
cur later in the project, and are small in relation to other costs).”

Simulations and modeling techniques: Simulations and modeling are complex, sta-
tistical and computer-driven tools. The Monte Carlo Simulation is a common simu-
lation tool which is used in many sectors like insurance, engineering and finance.”
It is a method for iterative simulation for modeling significant uncertainties in in-
puts, then the probability distributions of outputs show which value is most likely.
Usual simulations run from 1000 to 10000 trials. This technique is especially used
for decision making when the decision makers have the choice between several op-
tions. The Monte Carlo Technique does not require a professional risk analyst or
computer modeling expert and can be used easily by using software like @Risk.
The total project cost is summed by costs of all activities and corrected by risk fac-
tors. The total duration of the project is the sum of all the time spent in every activ-
ity, while considering time overlapping. All the inputs should be converted to mon-
etary values (for example: how much the cost will be if the equipment is delivered
three weeks later.)”

Expected Monetary Value: With this method, the cost or benefit of an uncertain
event is calculated by multiplying Monetary Impact by Probability. EMV shows the
expectation one could have if the situation is repeated many times.

Asmoro, T.H., 2012, P. 2
Allinson, G., 2008, P. 1
Macmillan, F., 2000, P. 17
Gu, M., 2012, P. 1
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e Decision Tree Analysis: This method is used to point out different options with dif-
ferent scenarios and EMV’s. Therefore, each decision path receives a net value.

This method can be used for many project problems showing monetary impacts. >’

It is important to say that that the level of risk will depend on the adequacy and effective-
ness of existing controls. The questions may be:

e What are the existing controls for a particular risk?
e Are those controls capable of adequately treating the risk so that it is controlled to
tolerable level?

e Are the controls operating in the manner intended and can they be demonstrated to
be effective when required?™

At OMV

OMV’s view over quantitative risk analysis is about providing a numerical estimate of the
overall risk effect on the project’s objectives, by considering risks and their correlations
simultaneously.

Therefore several purposes are listed:

e To predict likely project outcomes based on combined risk effects

e To characterize the risk’s likelihood and impact by using probability distributions
e To use project models (schedules, cost estimate models)

e To estimate likelihood of meeting targets and contingency requirements

e To identify risks with the greatest effect on the overall project risk™

The most common used tools are Monte Carlo simulations and Decision Tree Analysis.
Nevertheless, the user may use any other relevant technique, depending on the availability
of the project data as well as the user’s knowledge.

2.3.4 Risk Evaluation
In Theory

During risk evaluation, we compare estimated levels of risk with risk criteria defined during
the context was established, so that the significance of the level and type of risk can be
determined.

Risk evaluation requires the understanding of risk obtained during risk analysis for the de-
cision making of future actions. Here, ethical, legal, financial and other considerations play
a role. The decisions may include:

° Whether a risk needs treatment

° Priorities for treatment

5 Sherrer, J., 2010, P. 381-385
% 1S0 31010, 2009, P. 15
% OMV Austria, 2012, P. 9
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. Whether an activity should be undertaken

. Which of a number of paths should be followed

The easiest framework for defining risk criteria is a single level which divides risks that
need treatment from those which do not. Hence, the result is a simple result but it does not
reflect the uncertainties involved in estimating risks and in defining the boundary between
those that need treatment and those that do not.

The decision about whether and how to treat the risk may depend on the costs and bene-
fits of taking the risk and the costs and benefits of implementing improved controls.

Here, a common approach is to divide risks into three bands:

e An upper band: the level of risk is regarded as intolerable whatever benefits the ac-
tivity may bring, risk treatment is essential whatever it costs

e A middle band: costs and benefits are taken into account and opportunities rebal-
anced against potential consequences

e A lower band: the level of risk is regarded as negligible

The ““as low as reasonably practicable” or well-known as ALARP criteria system used in
safety applications follows this approach.”

At OMV

Risk evaluation should be assistance to the Asset Development Manager and Project Man-
ager in decision making. The decisions are based on the outcomes of risk analysis, which
risks need treatment and their priority. Focus is set on comparing the level of risk found
during the qualitative and quantitative analysis with risk acceptance criteria established
when the risk management plan was decided. Legal and regulatory requirements should be
respected as well as costs and benefits.”” The approach is similar to the theoretical ap-
proach mentioned above.

2.3.5 Plan Risk Responses — Risk Treatment
In Theory

This chapter describes how risks are treated and the actions that need to be taken, since we
have already discussed the previous steps of identifying, analysing and prioritizing the risks.
The goal of responding to a risk is on the one hand to reduce the threat and impact of a
negative risk and on the other hand to enhance opportunities and impact for risks of posi-
tive nature. Also a “plan B” needs to be established.

This is a process which is performed after a risk has been prioritized and which is mostly
conducted on the highest priority risks. If a new high priority risk appears throughout the
project, then this process takes place again and is therefore a continuous process.

When we discuss about a risk response and its planning, three different types of risk ac-
tions are meant:

e A conventional risk response: Here, probability and impact of a risk is being influ-
enced before occurrence. Negative risks are eliminated, or their impact is reduced if

% 1S0 31010, 2009, P.18
5 OMV Austria, 2012 P. 10
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they occur. The response of a positive risk is to increase its probability of occur-
rence or increase its impact.

e A contingency plan: This risk action takes place once the risk has occurred, and
therefore the following activities are determined. Here, the focus is on influencing
the impact of the risk in both cases negatively or positively. Regardless of the pre-
vious risk response, it is a must to have a contingency plan since one action treats
before and one action after occurrence.

e A fall-back plan: This sort of “plan B” is put in place in case the contingency plan
fails. Here, a sort of recovery takes place and defines exact steps and in which exact
situations and circumstances it is activated or deactivated™

There can be several response options for risks, differing in advantages and disadvantages.
Choosing the most effective option needs a careful and precise analysis of every option.
Once the response has been performed, it is possible that a secondary risk arises, which has
not existed previously. It may even have a greater impact than the previous treated risk. A
residual risk is a risk that remains once the response has been done, and where probability
and impact are in the tolerance zone of the company. This so called risk tolerance is noted
in the risk management plan and is usually anchored in the philosophy of the company.
The cyclical process therefore comprises the assessment of a risk treatment, the decision
whether the residual risk is tolerable. If not tolerable, new risk treatment is generated fol-
lowed by an assessment if the new treatment has been effective.”

There are several risk response strategies, and it takes a combination of responses to influ-
ence risks. These risk responses are decided in advance, before the risk has even occurred
in order to influence its probability and potential impact if it occurs. The risk response
strategies are:

° In case of Threats: Avoid, Mitigate, Transfer
° In case of Opportunities: Exploit, Enhance, Share
. Either: Accept, Contingent®

The definitions are:

e Avoid: Eliminate a risks probability or impact to zero. Can be executed by restruc-
turing the projects activities, scope, schedule or cost.

e Mitigate: If the risk is unavoidable, the main focus is to reduce the risks probability
or its impact if it occurs.

e Transfer: Here, the risk is partly or totally assigned to a third party through out-
sourcing, contracts, insurance, warranties, guarantees or performance clauses. Here,
the risks probability or impact may not change, but the responsibility does to lie
anymore within the company.

e Exploit: Here, the focus is to push the risk to definitely occur, with all its benefits.

%8 Sherrer, J., 2010, P. 392
% 1S0 31000, 2009, P. 27
€ Sherrer, J., 2010, P. 394
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e Enhance: If no action can be taken to guarantee the occurrence of the opportunity,
then the response is to enhance its probability or its impact of occurrence.

e Share: Here, the aim is to share the opportunity with a third party who is best able
to capitalize on it.

e Accept: Can be for positive and negative risks, where almost nothing can be done
in case of low probability and low impact.

e Contingent: Involves a contingency plan, and is used whenever the risk response
fails. The contingent response identifies the triggers in which the contingency plan
can be put into effect and when it can be discontinued.”'

At OMV

We can notice that the approach used within OMYV is identical to the approach explained
in the theoretical part above, offered by the Project Management Institute Standard. Fur-
thermore, we notice that the risk management standard at OMV is generally based on the
ISO 31000 Standard with small influences from the PMI Standard.

2.3.6 Risk Monitoring and Review
In Theory

Risks occurring in a project never remain static once the risk planning processes are
completed. Here many actions influence the risks, new risks occur, responses do not
work as planned. This phase in risk management starts as soon as risk planning begins
and continues until the closure of the project. The activities during this phase are:

e Identifying new risks
e Analysing identified risks for changes in likelithood and impact
e Determining the need to execute contingency or fall-back plans

e Reviewing risk response actions and their efficiency for new upcoming risks, and
implementing fall-back plans when needed

e Always having an eye on the risk watch list

e Monitoring residual risks

e Reviewing for any assumptions that may be false

e Ensuring the following of the risk management plan and risk management policies
e Analysing risk data, identifying trends and producing risk reports

e Ensuring that appropriate documentations are maintained, including lessons
learned

& Sherrer, J., 2010, P. 395
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e Instigating recommended changes and preventive or corrective actions as a re-
. . . (2
sponse to results uncovered from risk monitoring and control.”

At OMV

This step is defined as being a systematic, continuous tracking and assessing of already
identified risks, residual risks, and new risks discovered during the project lifecycle. The
purposes of performing risk monitoring and reviewing are:

e FEnsure that controls are effective and efficient

e Obtain further information to improve risk assessment
e Analyse and implement lessons learned

e Identify emerging risks

e Detect changes in the external and internal context, including changes to risk ac-
ceptance criteria and the risks themselves, which can require revision of risk treat-
ment and priorities®

Therefore, risk treatment plans provide a performance measure. The results are incorpo-
rated internally in various reporting media which reaches different targets, such as:

e In the projects risk register and risk matrix
¢ In the monthly and quarterly project reports

e In the regularly updated risk management plan

The risk treatment plan is built around how to plan to respond to potential risks. It de-
scribes the management of high, low or acceptable risks and identifies how to avoid, trans-
fer, mitigate and accept risk.

Nevertheless, the Asset Development Manager and Project Manager must regularly have
risk review meeting with the team and stakeholders. The results then should be docu-
mented and analysed in risk reports. Therefore, the size, complexity and duration of the
project play a role.*

2.4 Selection of Risk Assessment Techniques

Risk assessment can be conducted in several degrees of intensity by either using one or
several methods ranging from simple to complex, depending on the depth and detail we
wish to achieve. The desired depth and detail will usually be defined in the risk manage-
ment plan.

In general, risk assessment techniques must have following characteristics:
e They must be appropriate to the situation.

e Results should be provided which can enhance the comprehending of the risks na-
ture, as well as how it can be treated.

2 Sherrer, J., 2010, P. 398
% OMV Austria, 2012 P. 10
% OMV Austria, 2012 P. 10
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It should be capable of use in a manner that is traceable, repeatable and verifiable.”

The choice of techniques is always in regard to the relevance and suitability, and the inte-
gration of results from different studies should be based on similar techniques. Once the
performance of risk assessment has been decided with corresponding scope and objectives,
the techniques must be selected based on following factors:

The objectives of the risk assessment will have direct bearing on the techniques
used.

The needs of decision makers such as a high level of detail.
The type and range of risks being analysed.

The decision on the depth to which risk assessment is carried out should reflect the
initial perception of consequences.

The degree of expertise, human and other resources needed.

The availability of data and information. Some techniques need more information
and data than others.

The need for a modification or an update of the risk assessment.

Any regulatory and contractual requirements.*

Therefore, it is also important to mention that there are limitations which may affect the
choice of risk assessment techniques such as the level of experience of the risk assessment
team. Furthermore, time and budget play a decisive role in the decision making.

Risk assessment techniques can be classified in various ways to assist with understanding
their relative strengths and weaknesses.

A big amount of techniques apply to each step of the risk assessment processes, which are:

Risk identification

Risk analysis — consequence analysis

Risk analysis — qualitative, semi-quantitative or quantitative probability estimation
Risk analysis — assessing the effectiveness of any existing controls

Risk analysis — estimation the level of risk

Risk evaluation®

% 1S0 31010, 2009, P. 18
% 150 31010, 2009, P. 20
7 1S0 31010, 2009, P. 23
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2.5 Key Findings in the Literature

There is a great amount of literature regarding risk management, mainly for concerns. The
findings regarding risk identification, risk evaluation, risk monitoring and risk reporting
offer a solid base for the following survey of this thesis. We notice a common understand-
ing, there should be avoidance in elaborate methods (e.g. the probabilities of occurrence)
when performing the task of risk identification and evaluation. The focus should instead be
set on checklists, questionnaires, workshops, mind maps, feedback diagrams and risk brain-
storming. " These methods do not require great expertise and are easy to handle. With
these methods, the use of expensive software and the training of the ones using it are not
needed; therefore resources may be saved and can be allocated elsewhere.

We can find difficulties in the structuring of strategic risks. Therefore, workshops should
be implemented in order to identify these risks. A proposed workflow might be to first
approach the theme by brainstorming or mind maps. Like that, larger risk areas should be
derived, to then be analysed by more detailed identification procedures. Mind maps enable
the bringing out the landscape of a company and to graphically document the mutual de-
pendencies between the respective risk areas. The detailed reflection helps breaking down
the risk areas, aiming for suitable indicators so that individual risks can be monitored.”

It has been empirically revealed that smaller companies employ less formal procedures for
risk identification and evaluation then larger companies.”” Managers in charge have great
dependency on their own experience and attempt to gather knowledge on their risk situa-
tion through discussions with colleagues and experts’. Furthermore, in Europe, the fre-
quency of risk reviews is more or less at the same level. Over half of all companies check
their risks at least twice per year.” All in all, the entire process of risk assessment in the
SME’s is not implemented very systematically.

It is only possible to take appropriate measures in good time when the management re-
ceives regular information on opportunities and risks. It is recommended that risk man-
agement must be linked to the robust process of standard reporting. Risk reporting should
take place once a month in the frame of the standard reporting. Reviewing the counter-
measures specified for the identified risks should be made every three months.” The topic
of risk reporting is very important and that there isn’t a great amount of empirical findings
in recent times. There are no important findings about how the board of directors is in-
formed about risky developments. With the survey in this thesis, we will try to answer the
question about how top management is linked with risk management, and in what extent
the results influence decision making.

Another issue which will be an important topic for the thesis will be the risk strategy. As
from the literature, big companies are more likely in having an official risk strategy.” Big
companies or concerns usually possess good risk strategy handling; nevertheless it will be
an important topic for the survey to see how E&P companies position themselves.

% Auckenthaler, C., Gabathuler, J., 1997, P. 26-30
 Baisch, F., et al., 1998, P. 236-243
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Another important aspect is risk management documentation. It is a significant issue so
that employees have a guideline on how the risk management is to be implemented and
new employees can be informed about it. The documentation should include:

e The definition of the risk strategy

e The measures for managing risk

e Risk reporting cycle

e It must furthermore cover rules on emergency situations and on representation”

It is proven that in some cases, as part of the rating process the bank will also evaluate the
implementation and documentation of the risk management. A poorly documented risk
management may therefore lead to a worsening of the credit conditions.” Therefore, in
order to assess the efficiency of risk management within the E&P industry, it will be im-
portant to identify the trend and methods of documentation by means of a survey.

Regarding project risk management, we find in the literature that there are a few critical
success factors, such as:

e (lear goals and objectives
e Support from senior management

e Adequate funds and resources®

The risk management process in project-orientated enterprises should make use of both
top-down and bottom-up approaches, in defining risk policy and in risk analysis. Risk man-
agement should be part of a comprehensive management system, dealing with the entire
enterprise as well as with each single project. The top management has the overall view and
can define the risk strategies and thresholds of risk figures (top-down). Conversely, infor-
mation of the single projects must be fed back to the top from those closest to the sources
of risk (bottom-up).

This is why an integrated risk management demands a risk policy for single projects to be
structured “top-down” and “bottom-up”. Single projects must be considered with respect
to the risk situation of the entire organisation, not as isolated developments. Consequently,
there is a need to guarantee that control measures for the entire organisation are completely
compatible with those related to single projects, and that they are integrated into the entire
control system.*'**

2.6 Case Studies

In this chapter, we will see how companies perform risk management and what importance
they give to this process in order to assess the main differences from capital projects within
OMV. For this purpose, we will review some randomly chosen case studies, but where a
clear documentation of the risk management process has taken place. But first, it is neces-
sary to gain a better insight about the use of risk management standards in Austria and
Germany based on a study from Ass. Prof. Dr. Mont. Schroder (Department of Econom-

" Henschel, T., 2008, P. 58

™ Wildemann, H., 2005, P. 233-241
% Henschel, T., 2008, P. 60

8 Guserl, R., 1999, P. 426-429

8 Henschel, T., 2008, P. 62
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ics and Business Management, Montanuniversitit Leoben). For this, we will have a closer
look at the survey conducted by Schroder in order to gain a better understanding over the
methods used in risk management.

As mentioned earlier (Chapter 2.1.2), over 100 different regulations and standards exist for
the topic of risk and risk management. Fact is, business environments change constantly
and therefore also laws, policies and standards change unavoidably.

The study has been conducted where preferred methods have been identified throughout
the individual processes. Here we must say that the easier the tool can be handled, the
more likely it will be used. Therefore, brainstorming enjoys great popularity since it is easy
to conduct and very effective and method 635 is used the least within the industry.
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Figure 7: Ranking of preferred risk management methods®?

The use of methods during different steps within the risk management process is summa-
rized, with following results:

e Risk Identification: Brainstorming, Checklists, Fault Tree Analysis, Mind Map,
Failure Mode and Effect Analysis, Ishikawa, Brain writing, Method 635

e Risk Analysis and Assessment: Risk Matrix, Failure Mode and Effect Analysis,
Pareto, Ishikawa, Sensitivity Analysis, Dependency Map, Event Tree Analysis,
Cost-Utlity Analysis

e Risk Control: Checklists, Risk Matrix, Fault Tree Analysis, Failure Mode and Ef-
fect Analysis, Decision Tree Analysis, Event Tree Analysis

e Risk Monitoring: Checklists, Risk Matrix, Failure Mode and Effect Analysis, Cost-
Utlity Analysis

We notice that the Failure Mode and Effect Analysis tool is used in all risk management
steps, and tools like Decision Tree Analysis or Method 635 (6 people generate each three
ideas every five minutes during half an hour) are only useful in one step of the entire pro-

8 Schroder, W., 2013, P.8

33



2. Literature research — Project Risk Management

cess.”* Furthermore, we can see similarities within the general application of risk manage-
ment techniques from figure 7.

There is a great number of other studies which have been performed to identify the behav-
ior of companies regarding risk management. A study by the University of Applied Scienc-
es in Wirzburg, where 114 companies of no specified industry have participated, has given
following results:

® 33% of the companies perform risk management regardless of the size of the pro-
ject. The rest of the companies link their risk management activity to the size of the
project.

e Tinancial risks have the biggest importance (43%), followed by time related risks
(23%) and then from technical risks (13%). Other, but less important risk catego-
ries are HSEQ), contractual and political risks.

e Risk identification is performed with the help of checklists for 76% of the partici-
pants. Brainstorming (53%) as well as performance indicators (47%) are also well
used, and show that many companies prefer to combine two methods than to de-
pend on one.

e Problems which have been revealed byte companies are mainly due to three factors:
time consumption (35%), complexity (34%) and the inaccuracy of results (31%).

e The preferred tools for risk analysis are mainly the Cost-Utility analysis (53%) and
Risk Maps (33%), due to their easiness of usage. Furthermore, costs play a role as
well as time consumption.

e 55% of the participants try to reduce the impact of risks while considering the cal-
culation for the project. When it comes to risk prevention, 51% of the participants
would try to remove the risk, even if there are chances that the project is not suc-
cessful.

e 89% of the questioned companies monitor their risks, once they have been treated.
The frequencies are different, but a tendency can be observed, such as monitoring
every time a milestone has been reached (54%). 16% monitor their risks on a twice
a month basis, 9% once a month, 7% every week, 4% every 2 months and 2 % eve-
ry 3 months.

Schroders key findings regarding which methods are used for the corresponding give a
global idea which risk management tasks are performed in German countries. Nevertheless,
we wish to perform a survey within the E&P industry in order to see what are the differ-
ences, or similarities.

Case Study Drilling Project

As a first example regarding E&P, we will look at the risk management workflow within
ENI, especially during a well campaign offshore in China. Here, a project risk is defined as
“an uncertain event or condition that, if it occurs, has a positive or negative effect on at
least one project objective. A risk may have one or more causes and, if it occurs, one or
more impacts”.*”” This definition is taken from the “Guide to the Project Risk Management
Body of Knowledge” (PMBOK Guide) from PMI (Project Management Institute). Objec-
tives such as HSE and schedule, CAPEX, OPEX, revenues and corporate relations with

8 Schroder, W., 2013, P.9
8 Zausa, F., 2011, P. 2
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third parties are of main importance. Eni uses an implemented risk management system
named “AWARE”, which is used on drilling and completion projects. “AWARE” stands
for Advised Workflow for Accurate Risk Estimates, and has following workflow:

.

Risk
Cost Follow-up &
o pject Delinition__y,  Idenfineation, Post Well
L i S Analysis

1o =

Eni wells Rig, equipment
records & services El‘SE
confractors
Public well performance LESSOMNS LEARMED
references database
UNCERTAINTIES
REFEREMCES

Figure 8: Risk Management Workflows¢

As we can see in Figure 8, Eni makes use of databases where well records, probabilistic
applications, risk registers etc. are stored and can be used for projects similar to the refer-
ence project. This eases the identification of risks and the definition of probabilistic vari-
ables. Uncertainties definition and monitoring is put together in a risk register and qualita-
tive risk analysis is done through matrixes. Emphasis is placed on experience, expertise and
best practise, which are present at every step of the process, and especially for building the
probabilistic model. Figure 9 shows a more detailed workflow of the AWARE system of
Figure 8.

& Zausa, F., 2011, P. 4

35



2. Literature research — Project Risk Management

e

g s T
= = E ; S L
MRl B (ot 13 : 283 3l . : ¥
fE 3 EE |8 2 s3EZ Eé < 2%
n..a 5 ™ = § E_ :H.I
g -r 5 8% 8
HOSE Ay £ iyl
iS&d #g; Iy Sp/ 5§ §s
‘?f g':ré:‘ éa'g ; E§ §€'UE§ gﬁ; ;&? £§§ §§'£ ggw
$7 08 7 £ 85/ FFS p& FRE o8 [¥Y §s
gg § -Lé‘ %" 5; H u§ = & hf_.. o f = & 5 EE'_' § = -‘ga-
SE g8 v gE N FE i FE gad v
o ""'f s 153 58 Eg__ 5 g Ee. W W&
g{f ; & a5 E£F g8 F5F o8 <Fo Ejﬁ
AN N BT AN L B AN AT Y
¢ & § & i §F i & /
8 ¢ F ¢ 5

Figure 9: Ten steps of the AWARE system®’

Regarding data collection, three existing and comparable wells have already been drilled,
delivering reliable data for risk identification and evaluation. In this case study, 14 risks
have been identified with three sources:

. Offset well analysis
o Experts interviews

° Risk check list

During qualitative analysis, risks are prioritized and ranked. Here, conventional Low, Me-
dium and High ranking systems were used regarding the probability and impact of the
event. At the step of risk control, once the risks have been identified and evaluated, five
different actions have been proposed in order to mitigate risk issues. Finally, during the
evaluation of the drilling model, the probabilities of all individual risks are combined with
drilling time and cost sequence. Here, the five different actions are combined in 4 different
scenarios, and a Monte Catlo Simulation was run with cost/benefit impact of the scenatios
giving following result:

8 Zausa, F., 2011, P. 5

36



2. Literature research — Project Risk Management

L ¥ T
£ = H ' i 1
oy T } — ! :
P _J:';.Lllr;ul um DP | /: /‘f.‘:;-‘-‘—_.ﬂ:ﬂhz Cdnel
o ] e |
j™ - T
% 0% II il il |
L R
; " 50%: Costs (MS) —
E J../ Scenario  BC A B C
g % PI0 11,1 105 91 90 [
20% l |/ varvs 100% -5% -18% -19%
/ / 5 PS0 158 148 109 10,7
20% : | | varvs 100% -6% -31% -32%
. P90 22,5 20,5 133 12,8
L1o%; varvs  100% -9% -41% -43% =y
| ; |
T R I R S S
¢ 8% 0 o P 0¥ e a7 T s o e

Figure 10: Scenarios Cumulated Probabilities8

In this case study, the scenario with the lowest cost at P50 was chosen (in this case in
grey)”’, and turned out to be very accurate to what really happened.

At the end of the project, the risk management database was updated in order to give feed-
back for future projects.

Case Study Marine Project

Next example will come from a standard used within Abu Dhabi Marine Operating Co.,
which counts big players in the Gulf region such as BP, TOTAL and ADNOC as share-
holders.

Key steps to their risk management approach are:

Risk Assessment utilizing HAZID register
Risk Reduction / Minimization / Containment
Risk Monitoring

Quantitative Analysis

Opportunity/Threat Analyst

Risk Reporting

Risk Evaluation”

8 Zausa, F., 2011, P. 10
8 Zausa, F., 2011, P. 10
© Al Jesmi, B., 2012, P. 2
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Risk Management

¥

Risk Control Rizk Analysis

Risk Monitori Rizk Reporting Risk Assessment Risk Evaluation Risk Reduction

Figure 11: Risk Management Breakdown Structure®!

The severity of the potential hazard to People, Assets, Environment and Reputation
(P.E.A.R)) is the decision criteria for risks identification and categorization. Short and long
term measures are taken in order to eliminate or prevent occurrence of hazards, or to re-
duce the risk level to be As Low as Reasonably Practicable (ALARP). Risk is defined as
“the chance or possibility of loss, damage, injury or failure to achieve objectives caused by
an unwanted or uncertain action or event. Risk management is the planned & systematic
approach to the identification, evaluation & control of risk. The objective is to secure the
assets & reputation of the organization and to ensure the continued financial and organiza-
tional wellbeing.””” By breaking down the objectives, seven reference points can be high-
lighted:

e To ensure that risk management is a clear and consistent process and integrated in
the culture of the company.

e Best practices will define the management of risks.
e Anticipation and responding to social, environmental and legislative requirements

e Existence of a minimum standard regarding health, safety, insurance and legal re-
quirements

e Prevent death, injury, damage, losses as well as reducing the cost of risk
e Identify risks and their impact in order to inform policy and operational decisions

e Raise awareness of the need for risk management”

o Al Jesmi, B., 2012, P. 2
92 Bensahraoui, M., et al., 2012, P. 2
% Bensahraoui, M., et al., 2012, P. 2
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Identifying risk categories is the first step in this process. Here, the focus lays on impact of
costs, timescales, quality, maintainability or usability of products. The techniques are:

¢ Brainstorming

e Risk Prompt Checklist

e Review lessons: similar projects or workstreams in the past are reviewed in order to
determine uncertainties as well as risks and opportunities.

e Project & Schedules: Have all approval target dates been met? Is any project falling
behind schedule?

e Project finances: What is the tolerance and how is the project running regarding

budget?

After entering all important data into the risk register such as the reference number, name,
project phase, owner etc., the risk matrix is developed with a conventional impact vs. likeli-
hood grid. Here, questions rating the probability can be “Has it occurred in worldwide in-
dustry but not in Group Company” for the least probable event to “Happens several times
per year in same location or operation” for the most frequent. Also, a semi-quantitative
approach is incorporated for occurrence from 1 in 100 000 years to 1 in 10 years.

Likelihood . Probabliity, Frequency

A B c 8] E
Has Happens Happens
oocurmed In Several imes Several imes
Qualliaive | Worldwide Indusiry Has ocowred In Has occurmed In per year in per year In

£
&
g
g
£
8

Table 5: Scoring Guidance for Risk Matrix%

Identified risks need to be subjected to an analysis and evaluation so that probability as well
as consequences can be assessed. Therefore, the first step is to determine the likelihood
that the combination of threats result in occurring events, followed by the determination of
the chances that an incident can develop into an accident with consequences. This deter-
mination is based on professional judgement, experience and historical data within the
company.

Table 6 shows a risk register template used at Abu Dhabi Marine Operating Co.

% Bensahraoui, M., et al., 2012, P. 2
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Table 6: Risk Register Template®

Findings from several Papers

As companies usually do not reveal their complete risk management strategies for various
reasons, it remains interesting to detect single portions of their entire process. Here, we
have several cases where tools and methods of single risk management steps are pointed
out:

e Qatar Petroleum points out the fact that qualitative risk assessment does not focus on
facts like financial numbers for the calculation of the prospective value of assets, losses
or costs of a project. Qualitative analysis is focussed on determining relative values, risks
and strategies for current and future projects. Therefore, they send out questionnaires
and organize workshops to gather data from the key stakeholders. Assets and strategies
that the company already has could be of advantage to the current project. Threats and
opportunities are evaluated and estimated by identifying the risks, assigning probabilities
and impacts and giving a hierarchy. Methodologically speaking, fault tree analysis and event
tree analysis are used. While the fault tree analysis finds the origin of a problem by trac-
ing it back to its root, the event tree analysis identifies possible outcomes of specific de-
cisions. Also cause-consequence analysis is used by identifying the source of an event
and determining all possible outcomes from that event. The ease of performing inaccu-
rate (because of estimations) but quick calculations of sales and costs counts as one of
the major benefits of these methods. On the disadvantage side we must say that deci-
sions based on these vague calculations can cause problems with accounting and finance
managers, who have to deal with inexact values.”

% Bensahraoui, M., et al., 2012, P. 3
% Rizwan, M., 2012, P.7
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e The risk management plan of Kuwait Gulf Oil Company for the recovery of heavy oil
from a reservoir in the Middle East points out several objectives: generating a risk ma-
trix, evaluating business impact vs. resolvability, drive surveillance plans for managing
risks, setting up a clear plan for a way for contingency and mitigation plans, establishing
a work plan to address resolution options including cost, time to get data, resourcing
and value of information.

A total number of 66 risks and uncertainties were identified and ranked in 5 resolv-
ability categories: impossible to resolve, difficult to resolve, moderately resolvable,
highly resolvable and totally resolvable. Furthermore, they were ranked in two ma-
jor categories:

* Cost and schedule risks: business model, market conditions, regulatory is-
sues, foray uncertainties

* Execution risk: development pace, incomplete or ineffective project execu-
tion plan, project logistics, organizational capability.

The workflow included following steps:

* Framing the project and the problems: establishing a guidance document
and ensuring stakeholder alignment, brainstorming, decision hierarchy and a
strategy table

* Deterministic analysis — determine what is important: sensitivities and de-
terministic comparisons, model for economic engine, document sources of
major values and key drivers

* Probabilistic analysis: cumulative probabilities, structure of decision tree and
final decision tree

= Evaluation — gaining insight to evaluate alternatives and recommend deci-
sions: NPV, Expected NPV, discounted profitability index (DPI), value
creation, oil reserves addition”

e The next example deals with major risks associated with the processing of explosive,
flammable or toxic substances at TOTAL. A so called Scenario Based Risk Assessment
is used where critical events are selected in the first evaluation step and studied in detail
in order to establish the severity of damages and the probability of occurrence. For the
detailed risk analysis, the Bow-Tie approach (causes tree — consequences tree and safety
barriers) is a recommended method. Each critical scenario is assessed with respect to the
company risk acceptance criteria based on a risk ranking matrix. The principals involved
in the assessment and management of major risks are:

* Risk identification: appropriate methods such as HAZOP, What-if, Check-
lists.

* Preliminary risk evaluation: identification of initiating events and possible
outcomes and consequences. The level of risk is qualitatively or semi quan-
titatively estimated.

" Choudhary, M. A., 2011, P.11
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* Detailed and quantified risk analysis: detailed study of the causes of the se-
lected scenarios, of prevention measures, mitigation measures and protec-
tion measures. Plotting on the risk ranking matrix.

* Risk assessment and ALARP demonstration: level 1 — first priority treat-
ment, level 2 — tolerable of proved to be ALARP (as low as reasonably
practicable), level 3 — generally acceptable.

®=  Development of a priority based program of improvements and of a major
risks register: a summary of the risk analysis should be prepared for educa-
tional purposes.”

Throughout the lecture of various case studies, and many other papers regarding risk man-
agement procedures, we notice a basic structure. Risk management is built around the four
main steps which are:

e Risk identification
e Risk analysis and evaluation
e Risk treatment

e Risk monitoring

These steps are a so called “fundamental structure”. They may appear under other nomina-
tions or may be arranged in more or less steps, but the main concept remains the same.

We furthermore notice a predominant proactive view of managing risks. Compa-
nies/organisations rather focus on avoiding than running after an issue, which may be way
more costly as shown earlier by the notion of “Front End Loading”. A risk you can miti-
gate as early as possible will be less costly then fixing the outcome of an issue which may
have great impact on reputation, money or even lives.

Poor information is given regarding the education of the so called “responsibles”. We often
have no insight about the training and education level of a risk manager or of others that
must deal with risks on a permanent basis.

Last but not least, we notice throughout the entire lecture that a very small amount of in-
formation is available regarding the internal communication of risks. We often cannot put
in evidence the flow of communication, whether Top-Down or Bottom-Up. This remains
a topic which should be questioned and will therefore be included in the empirical survey,
to which the results will be given later on in this thesis.

2.7 Conclusion

In the oil industry, it is becoming more and more complex to manage large capital projects.
Nowadays, important reserves are being depleted and the industry is trying to compensate
by drilling multiple smaller wells. The times of easy oil are over; therefore costs play a more
and more significant role in the E&P industry. The notion of being economical has gained
importance throughout the last decades. Oil and gas companies must make strategic deci-
sions in order to decide which project should be followed and which one should be dis-
carded, so that the company’s best performance can be ensured. Key decision makers must

% Chetrit, A., 2008, P. 3
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have the ability and possibility to review all information in order to prioritize capital pro-
jects. For the near future, several risks such as the access to reserves or markets can be
given higher attention than to other risks. Challenges such as human capital deficit (aging
workforce), cost escalation or competition from new technologies should not remain un-
observed. These and many other factors play a significant role, therefore it is essential to
have a very efficient risk management system, in order to either detect & treat risks, or en-
hance opportunities and realize them.

Nowadays, risk management plays a key role in project management; a large number of
standards, terms, methods and software have been brought out and are the result of the
consciousness that important changes can be made with an effective risk management.

One of the key findings within the literature review is the fact that the attitude of the
responsibles is an important success factor for the systematical handling of risks. In order
to make an intelligent decision (avoid, reduce, share and accept), discussions must occur
between the team. Senior management should be adequately informed of their options and
the cost-benefit arguments for each possible action. Therefore, a proper flow of infor-
mation must be ensured, the notions of top-down and bottom-up are of great importance.
In the literature, we recognize that the risk management process should not be isolated as a
subdiscipline of project management; it needs an integrated approach. To achieve a com-
prehensive risk management, in a bottom-up procedure the development of the single pro-
jects should be consolidated, resulting in a complete risk profile for the entire company.

There are many tools and methodologies how to perform the task of risk identification,
analysis, response and monitoring. Important resources such as time, money and education
of the personnel play a significant role whether a method/tool is used or not.

Summarizing, the literature shows us that risk related communication within the company
as well as the education level of the responsibles are of great importance, but at the same
time poor valuable information is provided in order to assess these factors. We further-
more notice a broad range of methods and tools, but no generalization can be made re-
garding their use at a given stage of the risk management process. These few critical points
will therefore be subjected to the survey later on in this thesis.
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3 Benchmarking

3.1 Introduction

What do others do better, and how do they do it better? Benchmarking is nowadays a common
method of comparing performances and practices either within a specific industry, or within sev-
eral industries. It is a continuous process of measuring products, services and practices, in order
to learn from the best and establish a competitive leadership position in a given area of business.
The Oil & Gas industry offers rapid changes brought through improvements in communications,
technologies and strategies (and many other factors), and requires the awareness of best practices,
which can be provided by benchmarking. Therefore, benchmarking is defined in following man-
ner:

“A measurement of the quality of an organization's policies, products, programs, strategies, etc.,
and their comparison with standard measurements, or similar measurements of its peers.

The objectives of benchmarking are:
« to determine what and where improvements are called for,

« to analyze how other organizations achieve their high performance levels,
«  to use this information to improve performance.””

It is the process of identifying best practices, in order to understand and evaluate the current po-
sition of a business or organization and to identify areas and means of performance improve-
ment.

With the title of this master thesis being “Benchmarking Risk Management in E&P Capital Pro-
jects”, it is important to know why, how and where benchmarking is performed.

3.2 Basics

Benchmarking is nowadays used as a technique for marketing or quality measurement in order to
analyze management techniques and organizational methods of other companies or organiza-
tions. It is a continuous process of research, comparative analysis, adaptations and implementa-
tions of best practices so that the own performance is improved. A benchmark may be consid-
ered as a comparison indicator in a given area such as quality, productivity, and speed or time
loss, taken from the study of “the best in class”. These may then serve as new objectives an en-
terprise would want to achieve.

In the end of the 1970’s, Xerox, which currently is an American multinational document man-
agement corporation that produces printers, multifunction systems, photo copiers, digital pro-
duction printing presses and gives consulting services, started a new method for management in
order to have competitive advantages. This was the period when benchmarking was more or less
“born”, with a program called “competitive benchmarking”. The own copy machines were sys-
tematically compared to copy machines from competitors, with the focus set on performance
indicators, range of functionality and production cost."” Generally, the term has its roots in the
construction industry, where reference points where engraved on rocks in order to measure dis-
tances such as heights and lengths. Later on, engraving a mark on a bench developed itself as

% www.BusinessDictionary.com

1% sabisch, H.,1997, P. 11
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meaning “this is where we stand, here are the others”. Therefore, Benchmarking is often under-
stood as a reference point, which can be considered as a goal an organization wants to achieve.'"'

In the context of benchmarking, we often encounter the term ”Best Practice” which should be
understood as the best procedures and best processes for a certain achievement. Therefore, it is
of great importance to differentiate between a benchmark (reference point) and benchmarking
(the search for these reference points, implementing improvements and attainment of the refer-
ence points).

Therefore, several key definitions of benchmarking must be given:

e Itis a continuous process of measuring products, services and practices, and the compar-
ison with leading companies/organizations.

e It is the search for best practices which result in top performances, in order to imple-
ment these best practices for own purposes.

e It is a target-oriented and continuous process, where the objects of comparison come
from different branches. These objects of comparison may be products, services, busi-
ness processes, methods or activities.

e The differences between the activities and areas of optimization must be explored.

e Benchmarking is an opportunity for an organization to benefit from the experience from

others and to avoid mistakes.'”
What Benchmarking is What Benchmarking is not
An element for a global strategy Industrial espionage
A way to analyze the own company Business intelligence
A state of mind Stealing information
A method, a technique Simply copying best practices
A tool to enhance processes

Table 7: What Benchmarking is!03

Functions of Benchmarking

Benchmarking can be used for various reasons, it is important to identify the function this tool
should fulfill, in order to answer the preliminary questions. Four main functions can be identified,
with following guiding questions:

e Measuring and scaling: Where are we and where is our competitor? Which are the “best
in class” solutions of problems? How will the trend regarding solving problems be in the
future?

e Awareness: What do the others do better than we do? Why is it better and what are the
reasons? What measures can we adopt? Which adjustments must be undertaken? How

" Wocheslander, C., 2006, P. 10
192 Wocheslander, C., 2006, P. 10
103 Krebs,Y., 2001, P. 2
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may best practices be used in order to use them as starting point for own creative solu-
tions?

e Objective: What changes must be undertaken, in order to enhance the market position?
What goals should be set for long term/short term improvements? Do we want to be-
come best in class? Which requirements must be fulfilled in order to enhance the im-
provement process?

e Implementing: What measures are required to accomplish the planned changes? In which
areas would it be smart to enforce improvements?'"

Types of Benchmarking

We basically distinguish between two sorts of benchmarking approaches. Regardling to the
methods or tools one wishes to use, or even the goal one would want to achieve, benchmarking
can be firstly divided into two major categories. Whether the source of information and data is
coming only from the own company/organization or not, we talk about internal or external
benchmarking. We distinguish in these two categories because of the then achievable goals
through the value of information given. If the aim is to learn more about best practices within an
entire industry, internal information will not lead to the desired goal. Therefore, there must be a
clear separation between internal and external information resulting in internal and external
benchmarking.

Internal Benchmarking

Internal benchmarking is the comparison within the own organization/company. A corporate for
instance has the possibility to benchmark its sub companies, in order to assess which one has the
best performance. Also, departments, groups, specific areas or businesses can be compared. By
always having a critical view on its own business, managers may have access to all details of oper-
ations, something that wouldn’t occur if they were looking outward. Additionally, an internal
review might be more realistic in terms of a company’s capabilities and limitations. Furthermore,
comparability, transmutability and the simplicity of transferring process models are outstanding
and count as strengths of internal benchmarking. On the other hand it is a method which does
not offer extraordinary new results and big innovations, because of the similar corporate wide
culture, rules and processes. The angle of view is more or less the same, offering only corporate
wide knowledge without any influence from outside. Other aspects such as prejudices, the fear
for changes and finger-pointing, and the resistance to expose department-intern knowledge, may
also play a negative role regarding internal benchmarking.

Therefore, internal benchmarking projects often stand as the beginning for a further benchmark-
ing project which then involves an external benchmark. The strategy may be to first gather the
required understanding and knowledge for an internal companywide process in order to under-
stand other companies in a second step. Only when one is able to fully understand his own pro-
cesses, he can analyze the processes of other institutions.'”

Following reasons justify internal benchmarking:
e To standardize approaches and procedures
e To open channels of communication within an organization

e To determine priorities based on the results of the benchmarking

1% sabisch, H., 1997, P. 14
195 Wocheslander C., 2006, P. 30
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To identify the most important driving forces
To clarify procedures
To identify weaknesses within procedures

To enhance all procedures to a highest possible level”

It is the easiest form of benchmarking regarding the access to valuable information. One of the
biggest sources for inefficiency is the fact that the same work is done twice or more times within
an organization, without that the separate departments know from each other. Internal bench-
marking offers the possibility to have insight into the own structures, and to learn all about them.

External Benchmarking

External benchmarking stands for a comparison between products, processes and services in
various areas. As the name includes the term “external”, we notice that it differs itself from inter-
nal benchmarking as the focus is set on external happenings which do not concern the own insti-
tution. Here we distinguish between three types:

Benchmarking of the competitors: this includes competition benchmarking which anal-
yses and compares products, processes and services from direct competitors. It is often
performed by consulting firms in the name of a company. Consulting firms usually have
an easier access to critical data and can handle valuable information neutrally and anony-
mously.

Benchmarking within the same industry: Mainly has the same goals like competitor
benchmarking, but within a specified industry. The aim is more to identify trends and
performance of subsystems and processes. Therefore a broader range of companies must
be benchmarked.

Benchmarking independently from the industry: The key to sustainable success under
competition is not similarity, but superiority."” It is about finding actual best practices,
catching up and overtaking. This sort of benchmarking consists of analyzing and compar-
ing within different industries. Gathering data from the competitors within a single indus-
try is way more difficult than from a different industry. A “best in class” company would
rather give away precious information to a company from another industry then to a di-
rect competitor. This concerns project related data as well as R&D related matters. The
willingness to share sensible data, which could bring a lot of innovation to a company, is
higher when the companies do not operate the same industry.'”

Differences of Benchmarking Types

When performing the task of benchmarking, we notice three basic differences of benchmarking
types (see Figure 12):

Benchmarking of company activities: Can be categorized in internal and external bench-
marking whereas the external includes competitive, industrial and industry-independent
benchmarking. Companies learn from other companies or from the own practices
through comparison of the key performance indicators and through the exchange of in-

1% Wocheslander C., 2006, P. 31
7 Mertins, K., 2009, P. 40
1% Wocheslander, C., 2006, P. 31
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formation. Best practices are identified and implemented when possible. Internal and ex-
ternal approaches can be used in combination with each other.

e Benchmarking of areas/sectors: The performances of complete business areas are com-
pared in order to learn from best practices.

e Benchmarking of environment: This includes analyzing political aspects, sociopolitical as-
pects and economical guidelines, so that countries or regions may learn from each oth-
er.'"” Here as well, internal and external approaches can be used individually or in combi-
nation with the other.

Usually, benchmarking is performed by a single company, but in some cases a group of compa-
nies decides to carry out a so called “collaborative benchmarking”. Hereby, valuable resources
such as time and money can be saved, which could be a show stopper in some cases when it
comes to performing benchmarking.

|
1
1

1
-
1

Figure 12: Benchmarking Types!10

In order to make a meaningful comparison, there should be similarities within the processes. The
objects of comparison must be clearly examined and described; similarities must be found within
the companywide object and the external object. Only then, a rational comparison and the identi-
fication of room for improvement can be found. The following table describes the advantages
and disadvantages of the benchmarking types (Table 8):

1% Mertins, K., 2009, P. 31
"% www.globalbenchmarking.org
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Type (Benchmarking Partner) Advantages Disadvantages

Access to data; Good
results for diversified
companies

Competitive Benchmarking
(best in Competition)

Limited perspective;
Internal prejudices

Business-related in-
formation; Products
Benchmarking within same Industry and processes are Difficult data gathe-
(best in class) comparable; High ring
acceptance; Clear posi-
tioning in competition

Difficult to transmit

Benchmarking independently from industry High potential for external ideas into
(Best practice) innovative solutions the company; Time

consuming analysis

Table 8: Advantages/Disadvantages of the types of Benchmarking!!!

Internal External
Benchmarking Benchmarking

Best Practice

Potential

Information

Best in Comperition

Bezt in Company

Tvpe of Benchmarking
Figure 13: Room for Improvement related to the Benchmarking-Partner!!2

As we can observe in Figure 13, external benchmarking offers a greater potential than internal
benchmarking in acquiring valuable information, due to the fact that new ideas and new learnings
can be identified. This information coming from “outside” may be incorporated and used in or-
der to reach the level of the best in competition, best in class or even best practice.

Performance Indicators

When performing a benchmark, several key figures play a role, depending on the complexity and
magnitude of the analysis. Monetary and non-monetary figures have an impact on the results and
can be listed in following categories:

"™ Mertins, K., 2009, P. 41
"2 Kohl, H., 2009, P. 91
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e Indicators regarding quality and customer benefit: reliability, key performance indicators,
faultlessly, lifespan, and key indicators for standardization.

e Indicators regarding resources: consumption of material, consumption of energy, em-
ployment of staff.

e Costs and prices: original cost per unit, process cost, project cost, cost structure, cost and
price development, etc...

e Indicators regarding value-for-money ratio

e Indicators regarding time: Time to Market, duration of R&D), Break even time, phase and
process duration, delivery time, cycle time, transport duration, repairing time, standstill
time, etc...

e Productivity: unit of quantity per unit time, revenue per employee, revenue per developer
e Efficiency and profitability: ROI, payback time for investments, NPV
e Environmental sustainability: emissions, waste, noise, degree of reutilization

e Indicators of quantity: amount of components, modules, parts, amount of customers, de-
liverers, orders, amount of process steps, amount of projects

e Revenue indicators: revenue (total), revenue from new products

e Growth indicators: increase (decrease) of revenue per year, increase (decrease) of produc-
tivity, quality, decrease (increase) of costs, decrease (increase) of rate of failure

e Indicators of allotment: share of new product regarding total revenue, share of new
products regarding profit, share of high quality products regarding revenue, age distribu-
tion of all products.'"’

The wide range of criteria clarifies the fact that benchmarking studies can offer a wide range of
results, and therefore can be more or less time consuming. It is therefore of great importance to
choose the qualitatively right indicators in order to find the perfect balance between time con-
sumption and efficiency.

Methodologies

Benchmarking has gained great acceptance since Xerox began to perform it early 1980’s. Since
then, many companies have used this tool in order to enhance the output of their businesses. The
increasing demand for benchmarking has also led to a vast range of methodologies; therefore
there is no single process or methodology which is adopted universally.

The method used lies within the responsibility of the quality manager who decides according to
the magnitude of the project. In any case, benchmarking requires several months of internal
teamwork, and sometimes also from external teams which are not directly attached to the com-
pany. It is a group work, with the condition that each individual is aware of the processes of
planning, analyzing and solving problems.

As mentioned before, many methods and techniques exist. They more or less find their roots
inR.C. Camp’s benchmarking concept which was used during the beginnings of benchmarking
within Xerox Corporation. Camp divides his approach in five phases:

"3 Sabisch, H., 1997, P. 24
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e Planning

e Analyzing
e Integration
e Action

e Maturity'"*

He breaks down the task in ten defined points, which are described in the following figure. This
Benchmarking method is meant to be performed in a team, which stands as an independent insti-
tution within the company.

Maturity
* Leadership position atained.
* Practices fully integrated into
processes.
Action
8. Develop action plans.
9. Implement specific actions

and monilor progress.
10. Recalibrate benchmarks.

) 1. ldentify what is to be benchrmarked.
Planning 2. |dentify comparative companies.

‘ 3. Determine data collection method.

Analysis

4. Determine current performance ,gap’.

i 5. Project future performance levels.

Integration

6. Communicate benchmarking findings and gain acceplance.
7. Establish functional goals.

Figure 14: Benchmarking Phases' '

During the planning phase, the driving questions are:

e What should be benchmarked? We distinguish between Product benchmarking, Process
benchmarking and Strategic benchmarking.“(’

e Who should me benchmarked? Many targets come in question such as public, private,
state owned, big, small, medium, national or international companies. The target is not

"4 Camp, R. C., 1994
"5 Schermer, H., 2005, P. 8
"8 Umland, J., 2008, P. 2
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chosen by preferences or contacts, but because of their outstanding performance in a cer-

tain area.'"”’

e How should it be conducted?

The benefits must be clearly defined for each participant, a Benchmarking team must be formed
and a Status Quo of the to-be-benchmarked object must be documented.

The goals, the activities to be compared and the methods should be well-defined. Processes with
potential for improvements must be identified. This may take several months and consume re-
sources. Therefore it is very important to identify the correct processes which should be bench-
marked.

The analysis phase is defined by the focus on current and future performance. The right key per-
formance indicators must be defined.

The phase of integration is carried out by communicating with everybody involved and increasing
the acceptance level. Furthermore, well defined goals are set to offer perfect prerequisites for the
execution.

The execution is then performed during the action phase. Action plans are developed. Here,
working packages as well as milestones are defined, and an efficient controlling ensures transpar-
ency which leads to top motivation. Collecting, handling, analyzing and comparing all data will be
part of this phase. The gap must be identified; numbers must be translated into comprehensive
facts.

The maturity phase occurs once a practice acquired from benchmarking has been adopted in the
company.

Camp distinguishes between qualitative and quantitative benchmarks. A qualitative benchmark is
the comparison of practices and methods, while a quantitative benchmark compares the key per-
formance indicators."® In his later publications, he also defines a third type, called process
benchmarking which focusses on working processes and operative procedures. Like this, best
practices can be defined and can be implemented into other processes.'”’

In the following table, a summary of twelve benchmarking methods such as the one from R.C.
Camp is given in order to have an overview.

Benchmarking Ob-

Method Procedure Organization -

10 Steps; Main Phas- Benchmarking Team,

es: Planning, Analysis, | Integrated as a constant | Practices, Procedures,
Integration, Action, institution within com- Processes

Maturity pany

R. C. Camp

American Producti- 4 Phases: Plan, Col-
vity & Quality Cen- lect, Analyze, Im- Benchmarking Team
ter prove

Mainly for Business
Processes

"7 Umland, J., 2008, P. 4
"8 Wocheslander, C., 2006, P. 57
"9 Umland, J., 2008, P. 11
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4 Phases: inspired by

Mainly for Business
Processes; Based on

G.H. Watson Deming circle (Plan, N.D.
Do, Check, Act) TQM
Change strategy influ-
C.E. Boga}n, M.J. 5 Phases ences the pace execu- N.D.
English ;
tion
Normal project organi- Products, Services,
B. Karléf, S. zation: steering com- Business processes,
= 5 Phases . .
Ostblom mittee, project manag- Cost Structures, Cos-
er, team tumer Benefits
7:}:653’ Intzrnal (llatia Team and Clearing Strateov. Pr P
W. Kreuz SALHCETNG ANCANDYSIS, | 111 15e or external con- ategy, Trocess, bune
external data gather- tion
. . sultants, experts
ing and analysis
2 Main phases with
. four sub items each | Team, depending of the | Product, Process, Ven-
R. Pieske

(analysis and imple-
mentation)

benchmarking object

ture

H. Wildemann

4 Phases: Identifica-
tion, Analysis, Im-
provement, imple-

mentation

Interdisciplinary team

Practices and Methods

J.H. Harrington

5 Phases with 20 ac-
tivities, internal data
gathering and analysis,
external data gather-
ing and analysis

3 Benchmarking teams
for different phases

Business Processes!20

K. Mertins, G. Sie-

5 Phases: Goal set-
ting, internal analysis,

Benchmarking across

bert, S. Kempf comparison, N.D. the Industry
’ measutes, implemen-
tation
3 Main Phases with Benchmarking Team
J. Weber, B. Wertz four detail phases for special requirements ND.
Konsortial Bench- Consortium and ex- Not defined, Main

marking

5 Phases

perts

Theme must be given

Table 9: Overview over 12 Benchmarking Methods!2!

120 A Business Process is a procedure in which objects are processed or transformed. Therefore, the objects are either Prod-

ucts, Assignments or Resources
'*' Wocheslander, C., 2006, P. 94
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Benchmarking is related to target setting and is treated as a component of the formal planning
process. As noticed above, some authors have modeled the benchmarking process on the basis
of the Deming cycle (for example G.H. Watson), which is a continuous looping model composed
of four elements: plan, do, check, and act.

We also notice that the models may have different number of phases, under phases and activities.
As Camp has proposed to utilize a ten step generic process for benchmarking, Kreuz offers to
have 7 steps while Pieske systematically needs two. It involves a judgment process of which func-
tions or firms are to be benchmarked, and the continuous search for best practice for setting new
performance goals in achieving performance superiority.'>

Benchmarking in the Oil and Gas Industry

The oil and gas industry is a wide, global industry which includes exploration, production, trans-
porting, refining and retailing. It is linked to many other industries, which are dependent to ener-
gy and products based on petroleum. The broad range of business areas and the globalism of this
industry offer an enormous potential for benchmarking studies within all disciplines.

Benchmarking has the potential to identify and assess the gap between two companies, the spon-
soring company and the best-in-class one. Best practices can be so important that by implement-
ing them, a company could save a significant amount of money.

As mentioned before, benchmarking can be performed for a broad range of business areas. Drill-
ing performance for instance, offers many benchmarking opportunities. Productive time, non-
productive time, invisible lost time and flat time can be compared to best practices in order to
save expenses and increase efficiency. Other cases such as bit performance, directional drilling or
drilling fluids can be benchmarked too. There is always room for improvement, which can be
pointed out by benchmarking.

Other benchmarking areas in the petroleum industry (just to name a few), regardless from the
project phase, are:

e HSE

e Petroleum products

e [Efficiency of refineries

e Enhanced Oil Recovery methods
e Artificial Lift Systems

e Digital Oilfields

e Contractors

2 Fong, SW., et al. (1998), P. 6
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Project Engineering Project Hook-up and Asset Decommissioning
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Figure 15: Capital Projects Life Cycle!23

Below are a few cases presented which demonstrate the use of benchmarking in the industry. A
benchmarking study about the “determination of current industry practices in the production-
measurement and automation area (PMA)” in the year 2007 provides guidance to oil- and gas
producing companies desiring to increase their productivity through PMA projects.'*

The methodology chosen resembles to the one offered by the American Productivity & Quality
Center (see benchmarking methodologies overview) with following activities:

e Developing a comprehensive questionnaire to assess people, processes and technological
aspects of each company interviewed.

e Identifying and analyzing the sponsoring company’s own practices

e Assessing the status of a selected industry’s peer-group participant companies in these ar-
eas.

e Comparing participants positions with that of the peer group and identifying opportuni-
ties to improve.'”

Therefore, a survey was performed which promised confidentiality for the participating compa-
nies. Quantitative questions were asked, which can be converted into numerical values. Scoring
was based on the responses from the participants ranging from 1-5 (1 lowest, 5 highest). These
scores are later on averaged per subarea measurement category and result in subarea score, which
is then plotted in a spider diagram. Like this, a direct comparison can be made between the own
company and the industry-average or best practice.

2 Emst & Young, 2013, P. 1
124 Liddell, B., 2007, P. 1
25 Liddell, B., 2007, P. 1
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L&A — Leadership and Accountability
R&O — Roles and Organization

S - Skills Management

KM — Knowledge Management

OO - Operating Objectives

S&M — Sustainability and Maintenance
BCM — Benefit Capture Monitoring

O - Obsolescence

| = Instrumentation

AC — Actual vs. Capacity

UP - Uptime Performance

SLA - Supervisory Level Applications
PM — Performance Monitoring

PT — Performance Tracking

TA — Technology Adoption

C&CA — Communications & Computer Architecture
DA — Data Access

Figure 16: Example: Participant vs. Industry average!26

Another benchmarking study has been conducted by BP in 2008, in order to find “core” oil and
gas industry health indicators, which enable more informed comparisons and dialogue between
companies and stakeholders. Metrics and measures related to people, processes and plants have
been reviewed and considered as means to ensure safer workplaces and the ongoing management
of risks to people.'”’

For this, following methodology steps are chosen:
e Identifying existing leading and lagging health indicators

e Obtaining external benchmarking data on other global organizations that have similar
programs

e Undertaking internal benchmarking of BP’s people and systems for current processes

e Analyzing the benchmarking information against BP’s own internal data and identifying
the gaps as well as the process and system to fill those gaps

e Implementing a system of capturing, processing and presentation of Management Infor-
mation to Managers so as to ensure mitigation of risks.'*

The internal web based survey was sent out on people within a business unit or strategic perfor-
mance unit in BP, while the external web based survey was focusing on senior health executives
(such as a Vice President of Health) from external organizations. The external survey was per-
formed by a consultancy company due to their experience with surveys of similar size and the
number of contacts they already had. The consequence was a high level of feedback on strategy
and operations from the external survey with more detail and local focus from the internal sur-

129
vey.

125 Liddell, B., 2007, P. 2

27 Sortland, G.W., 2008, P. 1
128 Sortland, G.W., 2008, P. 2
2 Sortland, G.W., 2008, P. 2
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Based on the main results of the external survey, BP learned that no organization currently has a
good handle on meaningful leading and lagging indicators, although it was clear that many were
working towards that objective and showed a strong desire to have a more comprehensive set of
indicators to mitigate future risks. The internal survey showed that despite the differences be-
tween local health concerns and gathering of metrics, there is opportunity to further improve the
process for developing and gathering local data which can be reported at a global level."

In the SPE paper “Benchmarking Safety KPI’s — Enhancing Safety Performance”, the authors
point out the importance of HSE due to its linkage to every organization’s business model. De-
mands on the oil & gas industry are driving continual improvement in HSE performance, which
in turn the business performance of an organization. They point out the fact that benchmarking
in safety is planned and structured, with following goals:

e Reducing incidents

e Improving compliance with organizations HSE Management Systems procedures or laws
e Enhancing safety culture

¢ Reducing costs associated with compliance"'

The proposed approach is similar to G. H. Watsons approach based on the PDCA Cycle (view
table with 12 benchmarking methods). This plan-do-check-act cycle from Deming, applies to
every sector, business and activity and has following benchmarking phases:

e Defining what to benchmark

e Analyzing the present position

e Choosing Partner/petformance with whom we need to benchmark
e Working with partner/performance

e Acting on lessons learned'”

When analyzing the present position, the organization’s performance report and audit reports are
taken into consideration, and a survey among employees is conducted as well.

Partners are selected either internally or externally, in both cases advantages and disadvantages
exist.

The most important aspect in benchmarking is continuous improvement, where opportunities
for improvement must be followed up for implementation and need to be tracked and monitored

regularly.'”

KPI’s

In order to measure a company’s success or the performance of processes, Key Performance
Indicators must be established. KPI’s are “detailed measures established to assess and shape pro-

30 Sortland, G.W., 2008, P. 5

31 Al Abdul Salam, A., 2012, P. 2
32 Al Abdul Salam, A., 2012, P. 2
33 Al Abdul Salam, A., 2012, P. 4
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gress toward achievement of strategic objectives of an organization that usually incorporate or
align to organizational objectives, project milestones, incident rates, budgets and target levels of
customer acceptance”.”* Risk management KPD’s involves establishing lead indicators which can
measure performance before occurring events and guide the development and application of new
or ongoing risk mitigation strategies. The main objective is to support business integration which
means the achievement of organizational objectives, and provide assurance regarding quality re-
quirements.

In order to set up KPI’s for the continuation of this work, a few guidelines must be respected. So
called SMARTS KPI’s should be:

e Specific: What exactly do I expect?

e Measurable: What is the unit of measure? (Percent, quantity, quality, trend)
e Actionable: What needs to be done to deliver the expected outcome?

e Realistic: Are the infrastructure and resources in place to deliver this?

e Timely: When or how often will this KPI be assessed?

e Simple: Can I explain this KPI to everyone who contributes to it?'”

It is of great importance to choose the right KPI’s, therefore a good understanding of what is of
importance to the company is a prerequisite. Importance can be defined by the choice of the
department: performance indicators for technical processes differ from those in finances. Poten-
tial improvements can only be done by identifying, assessing and working on the parameters of
each key performance indicator.

The choice of the right KPI’s can be performed by using a Balanced Scorecard, which is a simple
summary of financial as well as non-financial actions, which can be easily compared to so called
“target values”. Important information, as well as the company’s vision and mission can be cap-
tured in relatively short time. Kaplan and Norton' have been the pioneers for the articulation
between performance measurement and the company’s production function. With the help of
this management tool, a good overview over the “links between leading inputs (human and phys-
ical), processes, and lagging outcomes” and a good focus on “the importance of managing these
components to achieve the organization’s strategic priorities”, are given."”

For benchmarking risk management in E&P capital projects, a number of KPI’s must stand out.
We can record and assess performance using a range of qualitative or quantitative measures,
which can be challenging due to the wide range of accessible data, wherein useful information
must be found. Out of all the potential measures, there will always be KPI’s that deserve special
importance. Lakein138 formulated the 80-20 rule based on an application of the Pareto principle
pointing out that 20 percent of the data will hold 80 percent of the value. Furthermore, the Pro-
fessor Miller stated that human beings can hold 7 +/- 2 things in mind easily'”, which gives us a
rule of thumb that suggests we should work toward managing more or less seven KPI’s per busi-
ness area.

34 Talbot, J., 2012, P. 8

35 Talbot, J., 2012, P. 21

38 Kaplan, R.S., Norton, D.P.,1996
37 Abernethy, et al., 2005, P. 1

38 Lakein, A. 1974

39 Miller, G.A.,1956, P.87
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3.3 Survey

A survey is a way that enables the collection of information directly from people in a systematic,
standardized way. In the course of the survey all participants get the same questions. The gath-
ered information can be about the participant’s opinions, knowledge, attitudes, beliefs, behaviors,
plans and backgrounds. This tool is used for needs assessment and opinion pools and is used to
collect information from a number of people.'*’

Open/closed questions

The questionnaire must be held short and simple, with a mix of closed questions and open ques-
tions. The designer of the questionnaire must decide whether a question is open (free answers) or
closed (given answers). While most questions are usually closed, some few open questions may
have the biggest importance.

Open questions are analyzed in a way, which differ completely than answers from closed ques-
tions. Recording and categorizing the answers take more time than for closed question, which
consequently may have an impact on costs. Important aspects are:

e When measuring quantities with open questions, no set of closed quantity categories is
given (example: less than 1h, 1-3h, more than 3h), which can reduce errors and devia-
tions.

e When measuring judgments (for example an opinion), the researchers sometimes try to
combine open and closed questions by simply adding the option “other” to the answer
options of a closed question.

e The list of choices offered by closed questions suggests that a relatively high number of
participants would have mentioned similar values to an open question form.

¢ Closed questions generally suffer more than open questions from correct guessing, which
is due to the easiness of answering given questions than spending time thinking and writ-
ing down the own opinion.

e Open questions attract more likely than closed questions the answer “I don’t know” from
participants who actually know the correct answer but are not sure they do (due to the
preference not to speculate and risk embarrassment). This may be also due to the fact
they do not immediately remember the correct answer, and the effort trying to remember
is too high.'"!

Generally, we notice a bigger emphasis on closed questions rather on open ones, which neverthe-
less are way more time consuming and therefore could lead to less valuable results. Otherwise,
open questions are an outstanding way to collect opinions, mindsets and suggestions. Closed
questions are easier to handle, enabling a categotization of answers (example: yes/no).

The sequence of a survey should follow two guidelines:

e From general to specific, and

¢ From simple to abstractly'*

0 Taylor-Powell, E., 2000, P. 3
" Krosnick, J.A., Presser, S., 2010, P. 267
2 | eitfaden fir die Erstellung eines Fragebogens, P. 8
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It is important to phrase significantly clear questions, so that the participants do not doubt if they
understood them or not. Specific words, other languages and abbreviations will be avoided. The
patticipant should be able to answer the question without influencing him/her negatively (moti-
vation).

Two issues should not be discussed within one question (such as: what methodology is used and
how satisfied are you with the current methodology?)

Regarding the proposed answers for closed questions, the amount and the way must be well
thought-out. The literature distinguishes between two categories:

e FEven number of answers: Here, no middle question is offered which could be used as
neutral point. Answers such as yes, rather yes, rather no and no will require a tendency
for those participants, who do not have positive or negative feelings. Nevertheless, an ad-
vantage is the possibility to later on use the data and categorize the answers in two classes
(example: approval, refusal)

e Uneven number of answers: Here, the difference is the presence of a middle answer,
which participants may use in case of indecision or neutrality. The disadvantage may be
that the participant may use this option whenever they do not what to answer, therefore
no tendency can be noticed.

Rating Scales

The purpose of a rating scale is to assign quantitative or qualitative attributes to given infor-
mation. The researcher specifies the number of points on a scale, from which the participant will
chose one. Literature offers a wide range of scaling methods, such as Likert’s 5 point scaling
method. Others such as Osgood, Suci and Tannenbaum use a 7 point semantic differential meth-
od. Thurstone uses 11 points, and Miller even uses a 101 point rating scale. We can see that opin-
ions regarding rating scales are scattered, with reliability and validity playing a major role for the
choice."”

The key to answering a question with the help of a rating scale is that the respondent executes a
matching or mapping process. The own attitude must be assessed in conceptual terms, to find a
point on the rating scale that most likely matches that attitude. This requires a full range of points
offered to cover the entire measurement without bypassing any regions. Furthermore, all points
must follow a strictly ordinal, progressing form without overlapping. The respondent must have a
minimum of understanding of the meaning of each point of the scale. Whenever these conditions
are not met, the quality of answers will suffer.'*

Treatment of No Opinion

When respondents are asked to answer a question to which they do not know the answer, they
ideally would say that they do not know the answer. Nevertheless, some respondents wish not to
appear uninformed, which results in them giving an answer to satisfy the interviewer. Therefore,
some researchers recommend introducing the “don’t know” option for a given set of answers
within a closed question. This way, respondents are aware that it is an acceptable value to say that
they have no information in order to answer the question.

The use of this option has advantages and disadvantages. On the one hand, this option success-
tully encourages participants without information to admit it, and on the other hand, the option

3 Krosnick, J.A., Presser, S., 2010, P. 268
% Krosnick, J.A., Presser, S., 2010, P. 268
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may go too far and discourage people which do have information for meaningful results and do
not express it.'*’

Question Order

A survey may not only be affected by the formulation of the questions. The right choice of the
correct series of questions may lead to better results. Question order has two major attributes

e Serial: location in a sequence of items
e Semantic: location in a sequence of meanings
Both have an influence on cognitive processes triggered by questions.

Serial order influences in three ways: affecting motivation, promoting learning and producing
fatigue. The beginning of a survey is the most crucial segment, where the likelihood to influence
willingness to respond is high. The respondents understanding of what the survey is about can be
easily shaped. Therefore, a questionnaire’s beginning must offer a strong connection to the topic
and purpose, which are commonly described during the introduction. The aim is to gain interest
as well as to impose a burden to the respondent. Therefore, a set of easy, closed questions must
be part of the very beginning of a survey.

Throughout the questionnaire, items must flow coherently. Therefore, items on related topics
must be grouped together. Coherent grouping can facilitate respondents’ cognitive processing by
specifying the meaning of a question more clearly or making retrieval from memory easier.

Evaluating

After all submissions are gathered, data is analyzed and handled. Answers must be identified and
the appropriate type of analysis must be chosen, such as:

Aim Analysis

Reporting the number of people

. A count
who answered the question

Reporting how many people an- | A frequency (number of times a given re-

swered "a", "b" or "c" sponse occurs)

Reporting what percentage of | A percent distribution (proportion of re-

people answered "a", "b" or "c¢" spondents selecting each response)

A mean (average of numeric responses or

Reporting an average score
P & & scores)

Content analysis (process to organize

Open-end questions . .
P d open-ended, unstructured information)

Table 10: Proposed analysis for evaluation type!#’

The goal of a survey is to evaluate strengths and weaknesses of a process. Impact and outcome of
a questionnaire must be analyzed. Many questions must be asked such as:

e How many respondents?

%8 Krosnick, J.A., Presser, S., 2010, P. 282
8 Krosnick, J.A., Presser, S., 2010, P. 291-292
" http://www.nationalserviceresource.org
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e What achievements are gained through the responses?
e What are the strengths and weaknesses of the research results?

e How can the actual practice be changed?

Following chapters will show us the results of the survey, how data has been processed and what
the learning will be in order to gain valuable information for OMYV.

3.4 Practical Part

We are interested, in this thesis, in benchmarking risk management. However, the aim is to com-
pare OMV’s processes and risk management performance against internal measures, industry
standards and best practices from best-in-class companies. Nevertheless in doing this, we may
face some important questions such as:

e Are we comparing like with like?

e Can we define risk management in two different organizations?

e Can we trust the people who are providing the comparisons?

e Have people just given us easily available numbers or have they worked hard on them?
e How will we encourage people to share sensitive information?

e How do we separate different levels of information within different organizations?

e How do we fairly compare organizations of different sizes?

Anyways, despite all these questions, benchmarking studies can be the beginning of a successful
change program, offering good opportunities for improvement.'*

Benchmarking can be an expensive or lengthy process. The first steps, as aformentioned, consist
of a clear definition of the objectives and scope accompanied by a statement of the anticipated
benefits.

In this Master Thesis, we have chosen to perform external benchmarking within the same
industry, in order to compare the risk management processes for capital projects within the E&P
industry. This thesis will specifically investigate the following research questions:

e What are the likely key factors (quantitative: demographic variable such as enterprise size;
qualitative: the managements knowledge or personal attitudes) that influenced risk man-
agement practices in the E&P industry?

e What are the methods and techniques used in the various steps of the risk management
process?

e How is risk management incorporated into the company’s organizational structure?
e At which phases of a single project are risk management techniques utilized?

e How is a possible interface between single project risk considerations and the risk profile
for the entire enterprise developed?

e In which way has the risk management process been linked to the business planning?

8 Mainelli, M., 1999, P. 1
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Research Questions Research Objectives

What are the quantitative factors that have influ- | To identify similarities and differences
enced risk management practices in the E&P in- | across enterprise size, business area
dustry? and other identified factors

What are the methods and techniques used in the | To find out about the formal tech-
steps of the risk management process? niques of risk management

How is risk management incorporated into the | To inquire the organization of risk
company's organizational structure? management

What are the qualitative factors that have influ-
enced risk management practices in the E&P in-
dustry?

To reveal how personal attitude to risk
affects approaches to risk management

To focus on links of risk management
with business planning and decision
making

In which way has the risk management process
been linked to the business planning?

At which phases of the project life cycle are risk

management techniques utilized? To examine the handling of single

projects with respect to their contribu-

How is the interface between single project risk | F SRR
tion to the risk situation

considerations and the risk profile for the entire
enterprise developed?

Table 11: Research Questions with their Objectives

A large amount of detailed work is involved in designing comparative assessment, data gathering,
analysis and conclusions of benchmarking. In the design of benchmarking, it is helpful to have a
structure. Risk management, in common with other business processes, is a living system. There-
fore, risk management benchmarking involves designing a set of comparisons which can be ap-
plied to a system. By way of comparison, it is as if we asked “what is the best database?” Alt-
hough we can examine inputs and outputs from databases in raw numerical terms, such as the
amount of data handled in a period of time, this is unlikely to generate a helpful answer about the
best database. The correct question is far more difficult to answer, “Which database is best fit for
the purpose we need?”'”

The next step for our benchmarking study will be a thorough consideration of what constitutes
comparable organizations. The driving questions are:

¢ Do we want to learn best practices or see how comparable organizations tackle our sort
of risk problems?

e Are we going to learn more from people like us, or from people outside our sector work-
ing with different problems?'”

e Which organizations have structures enabling risk identification and treatment?

e How do we detect best structures, best in class?

9 Mainelli, M., 1999, P. 2
%0 Mainelli, M., 1999, P. 2
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Studies show that the clearer and simpler the objectives are, the better the end-result will be.
Therefore, the initial focus should be set on defining significant parameters in order to measure
performance. The proposed KPI’s for this benchmarking study will be:

e Inputs: Number of people involved for establishing a risk register/for identifying risks
(quantity), expenditure on risk management(cost),management time spent(time), compli-
ance time and effort (time, quality), external advisors and costs (quantity, cost), frequency
of standards used (quantity)

e DProcesses: Risk identification (quality), risk assessment (quality), time between risk iden-
tification and treatment (time), documentation (quality, quantity), education (quality)

e Outputs: Numbers of risk assessments (quantity), training days (quantity), scale of com-
munications and any other dealing with efficiency (quality), Value at Risk (percentage),
how often is risk analysis updated (quantity)?

e Feed-back: Looking at measures of effectiveness in measurement and reporting struc-
tures (quality),reductions in the cost of risk(percentage), risk reduction (percentage),event
and impact comparisons(cost),testing wider awareness in the organization (percentage)

¢ Feed-forward: Risk-based planning

e Occurred risks: Severity and frequency of occurred risks (quantity, quality); rate of oc-
currence of non-identified risks (quantity)

e Monitoring: Target and objective setting (quality),communications and brief-
ings(quantity)

e Reporting: Rate of reporting to stakeholders (quantity); regularity of database update
(quantity); use of lessons learnt for other projects (percentage)

After gathering and analysing the data, the ultimate goal will be to identify best practices and the
resulting gap between OMYV and a best-in-class company.

The working plan therefore was divided in four phases:
e Theoretical preliminary work
e Planning and executing the data collection
e Collecting and analyzing the data

e Evaluating the data.

Here fore, it has been decided to prepare a survey, which will be sent out by Email to experts in
risk management within the E&P industry. The questions will be gradually leading to answer the
main driving questions given above. The questionnaire will be based on:

e Questions from past surveys such as from PricewaterhouseCoopers, Ferma FEuropean
Risk Management Benchmarking Survey and others,

e Themes which have been point out by the literature regarding Benchmarking and Risk
Management,

e Discussions between the author of this thesis and colleagues, experts and advisors.

Each participant recieved the same instruction with following notices:

e Purpose of the survey
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e Responsibles for the survey

e Time needed for answering the questions
e Deadline for submission

e Contact person in case of queries

e Guarantee for anonymity

Question forms such as matrices, semantic differentials, polarity profiles and graphic scales will
not be used for this survey because of the complexity and length of these question forms, which
could have negative influence on the motivation of the participants.

3.5 Results of the survey
The survey has led to several interesting findings, which we will discuss in the following chapter.

Out of 358 potential participants who were given by a mailing list from the department of eco-
nomics, 258 were theoretically reachable. A total number of 213 people have at least clicked on
the link. From these 213 participants:

e 88 participants have at least answered one question.
e 40 have completed the survey.
e Inan average time of 18 minutes.

Therefore, out of the 88 participants:
e  47.7% could have been reached via social media, and
e 52.3% via the official mailing list.

The Email included a pdf version of the complete questionnaire as well as a confidentiality prom-
ising to all participants. In case of interest you can find this at the end of this thesis.

The survey was organized with the following structure:

e Questions 1 — 8: General questions. Here we tried to find out some facts about the size
of the company and the participant himself/herself.

e Questions 9 — 28: Organization of risk management in the business: responsibilities,
structure, knowledge management, tools and methods used.

¢ Questions 29 — 34: Software related questions.

e Questions 35 — 39: Personal interpretation about actual barriers as well as future trends.
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Survey - Questions

Question 1: Which business area does your company belong to?

This question was asked in order to get insights on what area of business the company is
specialized in, to better cluster the answer provided by each participant. The survey was
addressed to professionals in different areas. The sample size of people within the Explora-
tion and Production area was rather high since the focus of this thesis is laid on E&P capi-
tal projects. The results corresponded to the sample used.

Exploration 5%
Production 5%
E&P 48%
Integrated 12%
Service 25%
Other 5%
100%

Table 12: Results of Question 1

Also enough participants came from Integrated and Service companies, as we decided not
to neglect their perspectives. Two participants chose to use the “other” option, but only
one specified to be working for a gas pipeline company.

Question 2: Your company/organization is:

The goal of this question was to get insights on ownership type of the company and its
impact on the way they act towards risk management. Due to the significant difference
between private and state controlled companies in terms of management, business strategy,
valuation methods or legal obligations, it was necessary to.

Private 95%
State Controlled 5%
100%

Table 13: Results of Question 2

Almost all participants come from a private company. This does not exclude firms which
are partly owned by the state.
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Question 3: Is your company quoted on the Stock Exchange?

We would like to assess the number of participants working for companies quoted on the
stock exchange, and understand if stock exchange listed companies manage risk differently
than others.

Yes 60%
No 40%

Table 14: Results of Question 3

From the forty participants, 26 actually work for a company quoted on the stock exchange.
Question 4: In how many countries is your company operating?

We would like to get a better understanding of the geographical size of the company. By
adding up the results of the previous questions, we may acquire a good overview over the
general size of the company.

In one country 5%
In 2 to 5 countries 27%
In more than 5 countries 68%

Table 15: Results of Question 4

The results show us almost three quarter of the respondents work for companies present in
over 5 countties.

Question 5: What is your job title?

It is of crucial importance to understand the responsibility area of the respondent in the
company, whether he/she belongs to upper management, works as a university professor
or any other profession.

Risk Manager 10%
Chief Risk Manager 0%
Project Manager 45%
Asset Development Manager 3%
Risk Coordinator 3%
CEO 5%
CFO 3%
Other upper management 8%
University Professor 0%
Other 38%

Table 16: Results of Question 5
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As this survey was supposed to be directed to professionals in risk management, over half
of all respondents have the job title of Project Manager (45%) and Risk Manager (10%).
The difficulty while composing the mailing list was to filter out clearly who could be a Risk
Manager and who deals with risks and risk management on a regular basis. Therefore, so-
cial media was very helpful by offering groups such as “Risk Managers” or “Oil and gas
People”, where one can ask a special group of people to participate to the survey.

A major group of the participants chose the option “other” (38% - 15 people). They speci-
fied to be a:

e “Sr. Consultant”

e “Project Service Manager”

e “Contract Manager”

e “Planner”

e “EHS Supetvisor/Managet”

e “Risk Consultant”

e “Risk Specialist”

e “Technical Director”

e “Business Analyst”

e “Business Risk Director”
Some chose not to specify their job title, as we only received 10 open answers.
Question 6: What is your educational background?

We want to get insights on the individual’s educational background and its impact on the
way each respondent looks into risk management.

Technical 65%
Financial 20%
Law 3%
Other 12%

Table 17: Results of Question 6

As we notice, a great part of the participants have a technical background.

Five participants come from a non mentioned background, and four chose to specify
following education:

e “Project Management & I'T”
e “Economist/ctiminologist”
e “Risk Management”

e “Technical & Financial”
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Question 7: Are you a full-time employee in risk management?

It is important to understand the role of the respondent in his/her company’s risk
management system. A lower amount of invested hours may have an impact on the
granularity of the company’s risk management. Furthermore it may help us understand
whether the respondent has a key role within risk management and deals with the tools and
methodologies, or not.

Yes 25%
No 75%

Table 18: Results of Question 7

Only a quarter of all respondents have a full-time job in risk management, therefore
dedicate all there time and resources to this purpose.

Question 8: How many hours per month do you dedicate to risk management?
The answers resulting from this open question should show us how much time is dedicated

to risk management. It is crucial to understand the size of the respondents engagement
with risk management. Answers vary from one hour until 180 hours per month:

1-10 hours 47,5%
10-40 hours 37,5%
40-100 hours 7,5%
>100 houts 7,5%

Table 19: Results of Question 8

Question 9: Does your company have a formal risk management organization for your
risk management activities?

It is important to find out whether the company performs risk management within an
allocated risk management organization, or only as part of another greater task. This
question aims on assessing the risk managements organizational structure of the
respondents company.

Yes 65%
No 35%

Table 20: Results of Question 9
In the survey, 65% have a formal risk management organization, while 35% does not.
Question 10: Which answer represents your risk policy best?
To fully understand the company’s profile, it is crucial to comprehend the company’s

general approach towards risk. We distinguish between proactive, calculative and reactive
policies.
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Proactive (working on risks which haven't occurred yet) 48%
Calculative (systems in place to manage risks) 40%
Reactive (perform tasks once a risk turned into an issue) 10%
Other 2%
100%

Table 21: Results of Question 10

Half of the participant’s company’s risk policy is being proactive (48%), while 40% are cal-
culative. Calculative structures are strong with managing risks. Only ten percent state that
they have are active policy, therefore have a crisis-based thinking. Solutions are developed
after problems arise; therefore much time is spent on fighting fires.

Question 11: Does the organization have early warning indicators in place to alert
management of potential risks?

We would like to assess whether the company has a risk management warning system or
not. The answer may help us identify proactivity within the risk management strategy. This
question is directly linked to the answer of the previous question, therefore only appears if
the participants answered “Proactive” before.

Yes 53%
No 47%
100%

Table 22: Results of Question 11

Slightly over half of the respondents companies possess early warning indicators in order to
achieve a better proactivity of their risk management system.

Question 12: Please answer the following questions with Yes/No

Through answering these questions, the respondent give us an insight in how advanced his
company is in standardizing risk management. Though the definition of risk may be
common to all professionals, it is important to have a single definition in order to provide
the same starting point for everybody. Furthermore, the exact definition of roles and
responsibilities provides a solid base for efficient risk management.

Yes |No
Is there a company-wide definition of risk? T1% | 23%
Does your company have a handbook for risk
management? 68% | 32%
Are there well defined roles and responsibilities for
your risk management? 75% | 25%
Is your risk management system certified? 25% [75%

Table 23: Results of Question 12
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We notice, three quarter of the participant’s companies have a companywide definition of
risk and 68% have a handbook for risk management. Basically the two go more or less
hand in hand, since a handbook stands for rules and standards, which should include exact
definitions of risk.

75% have well defined roles and responsibilities for risk management and only a quarter
has certified risk management systems.

Question 13: /s your risk management system following an official standard?

This question only appears when the participant choses to state that the risk management is
certified (previous question). It provides us with insights on what standards the companies
rely on.

ISO 31000 30%
PMBOK - Project Management Body of Knowledge 30%
COSO - Enterprise Risk Management 20%
National Risk Management Standard 0%
Internal Framework 70%
Other 10%
160%

Table 24: Results of Question 13

In this case, 10participants were asked to answer this question. The sum of the percentage
shares is more than 100% since candidates could choose more than one answer. In most of
the cases internal frameworks are combined other standards.

Question 14: /s risk management linked to business planning?

The result of this question should show how risk management is linked with business
planning, notably how risks are incorporated. Since achieving business goals in an industry
(such as the oil and gas industry) stands for managing projects and operations, it is crucial
to involve risk management within business planning.

Yes, there is a direct integration of risk figures
into the business planning system 58%
Yes, but there is no direct representation of risk
figures within the business planning system 27%
No, there is no connection with the business
planning system 15%

100%

Table 25: Results of Question 14

e 58% have a direct integration of risk figures into the business planning system

e 27% have a link, but there is no direct representation of risk figures within the
business planning system

e 15% have no connection with the business planning system.
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Question 15: Who is responsible for your project risk management?

It is important to understand who is involved in decision making within risk management.
This may give us better understanding over responsibilities as well as communication
between risk management and upper management.

Board of directors 15%
Internal audit 8%

Designated risk manager 13%
CFO 10%
Controlling department 5%

Staff of business units 18%
Project manager 75%
Other 10%

154%

Table 26: Results of Question 15

By answering this question candidates could choose more than one answer. From the 40
participants, some have chosen to answer several times, which explains why there are 61
answers.

75% state that the Project Manager carries the responsibility for project risk management.
Other answers are:

e “Project Director”
e “Planner”
e “Management Team and*

e  “Owner of Company”
Question 16: How often is training provided to the responsibles for risk management?
The background of this question was to learn more about the amount of trainings provided

to people in charge of risk management. Are the responsibles pushed forward to gain a
better theoretical knowledge and to enhance their qualifications?

No training provided 13%
Ad-hoc training 35%
Periodic training 35%
I don’t know 13%
Other 4%
100%

Table 27: Results of Question 16

13% of the answers show us that no training is provided. A notably large part 70 %, offers
either ad-hoc training or periodic training.

13% of the participants actually do not know whether training is provided or not. Finally,
four percent state via open answers:
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e “ISO31000/ISO31010 training — This stands for a training concerning the ISO
standards for risk management”

e “during project kickoff
Question 17: How are the practices of your risk management disseminated?
It was essential to check if it is a common practice to use manuals as guidance when

performing risk management in the industry? The existence of a manual can lead to a
standardization of methods and tools, with exact instructions how to perform tasks.

Risk management manual 45%
General procedural manual 40%
Controlling manual 15%
Other 25%
125%

Table 28: Results of Question 17

We notice, almost half of the companies (45%) use a risk management manual for their risk
management while 40% use a general procedural manual.
Open answers:

e “No given procedures - every project is assessed differently”
e “Seminars”

e “Standard is in progress”

e “No manual”

e “Project management handbook”

e “Not disseminated”

e “No risk management so no dissemination”

Question 18: Does your company run a risk management system for single projects?

In order to assess the granularity of a company’s risk management system, the first step is
to examine how often and under which circumstances a risk management system is run.

Yes, for each project 35%

Yes, but only for some projects 52%

No 13%
100%

Table 29: Results of Question 18

Approximately a third of the results show us that the companies perform risk management
on every single project. Fairly over half state that only some projects are considered for risk
management.

But 13% do not have any risk management for single projects.
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Question 19: Which risks do you consider for single projects?

This question only appeared when a candidate chose “yes” on the previous question. It
shows us the most important risk categories which are treated within capital projects in the
exploration & production industry.

Legal risks 83%
Design and construction risks/technical risks 91%
Operational risks 83%
Financial risks 91%
Personnel risks 74%
Quality risks 74%
Einvironmental risks 80%
Other 20%

Table 30: Results of Question 19

As several answers were selectable, we notice that all proposed answers have been selected
an important number of times. This proves that all risks need to be taken in grand, whilst
the most important ones remain financial risks and design and construction risks as well as
technical risks.

Other risks appearing in open answers are:
e “HSSE”
e “Reservoir and Production”
e “Business continuity”

e “Schedule risks”

Question 20: Are your single project risk evaluations integrated into the business
planning of your entire business?

The results of this question show us that 30% integrate always their single project
evaluations into the business planning of their entire business. Roughly half do the same,
but only for a selected amount of projects. Surprisingly, 13% do not even know the
consequences of project risk evaluations in regard to business planning.

Yes, for each project 30%
Yes, but only for some projects 53%
No 5%

I don’t know 12%

Table 31: Results of Question 20
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Question 21: Once a Risk Management process has been completed, is there a
documentation of your work such as an update of an existing database, in order to

determine best practices for the future?

This question treats the topic of documentation and how it is performed within the
companies. Documentation and capturing lessons learned is a vital pillar for success and

improvement.
Yes, in case of an unexpected event 40%
Yes, but only for major projects 20%
Yes, always 15%
No, but we are planning it 15%
No, and we don’t plan it 7%
Other 3%

100%

Table 32: Results of Question 21

The majority of the answers reveal that the trend is continuing towards documenting,

building up databases and planning to do

20% is documenting only in case of a major project, neglecting possible lessons learned

from smaller projects.

Open answer: “No, remote sites are rarely communicated unless during an investigation”.

SO.

As usual, not all candidates specified after clicking on “other”.

Question 22: Where is information about risks for individual projects recorded?

This question was put in place in form of an open question, therefore we were able to
gather an important amount of information regarding where information is recorded. We
would like to find out where risk related information can be found, and how it can be

captured and processed efficiently.

How How
Answer often nswer often
Partly spreadsheets (MS Excel), partly
database 3x Manual 1x
Risk Register 6x Tacit knowledge 1x
RM software tool 1x EDV system 1x
In the HSE manuals 1x Information drive 1x
In a documentation provided to client 1x Dedicated portal on company's network |2 x
Primavera Excel EDMS - Data
Management System 2 x Controlling Department 1x
Hasy Risk 1x Document System (Sharepoint) 2 x
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Unknown, former management team did|
not have a program in place, current team

had not received any training nor1 * Lessons learnt librazy 2x

improvements from internal sources

In the business plan 1x Project  manager computerize  the(l x
information into a standard file

Individual project documentation 5x PM Office and Data base Corporate 1x

Database 4 x Not recorded 1x
In the accounting system, SAP and

PIMS 1x Oracle. 1x

Table 33: Results of Question 22

Question 23: Is your risk management system supporting project clustering (forming
groups of similar projects with similar risks in order to have reference projects)?

Project clustering is the grouping of similar projects with similar risks and opportunities.
Therefore, it would make sense to have quick access to those reference projects in order to
accelerate the process of acquiring knowledge over the related risks.

Only a minority of 35% does actually perform project clustering.

Yes 35%
No 65%

Table 34: Results of Question 23

Question 24: How are your risks identified and evaluated?

The size of the team as well as the roles and responsibilities of the individuals involved in
risk identification, provide good insight view over the granularity of the risk management
system. Assempling teams with individuals from various backgrounds and departments
may offer a higher efficiency in identifying and evaluating risks, rather than involving a

single business unit.

By management alone 8%

By management together with departments | 35%
By internal audit 10%
By controlling department 13%
By workshops with business units 48%
By designated employees of business units | 28%
Inquiries by questionnaires or checklists 20%
By project team 75%
Other 5%

Table 35: Results of Question 24

Basically, in three-quarter of the cases, the team responsible for identifying and evaluating
risks is the project team. Half of the respondents also state that risks are identified and
evaluated within workshops including the business units, therefore the companies try to
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gather as much expertise as possible in order to make the best decisions. Another approach
is to gather key people of single departments as well as management.

On the other hand, 8% state that only the management is responsible for identification and
evaluation of risks.

Answers given within through the open field were:
e “Internal & external stakeholders, depending”

e “Riskis not a word known in the organization”
Question 25: For the methods used for risk identification:

a) How often are they used? Please rate from never (1) to very often (5)

b) How successful are they in achieving a thorough and comprehensive analysis of
risk? Please rate from not successful (1) to very successful (5)

Arithmetic mean

Questiona | Question b
Brainstorming 4 3,97
Checklists 3,68 3,62
Fault tree analysis 2,54 2,93
Mind map 2,31 2,93
FMEA 3,08 3,52
Ishikawa 2,07 2,53
Brainwriting 1,59 2
Method 635 1,48 2
SWOT 3,68 3,67

Table 36: Results of Question 25

This table combines the rating for the frequency of use with the rating for success for each
risk identification method proposed in the survey. Methods with stable and high ratings are
considered to being the most preferred within the industry. The rate ranging from 1-5
stands for the arithmetic mean calculated from all the results gathered excluding those who
did not have an opinion.
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Check | Fault Mind Brain | Method
Brainst. | list T.A. | Map | FMEA | Ishikawa | writing 365 SWOT
Question
a 0% 0% 8% 8% 5% 28% 27% 32% 13%
Question
b 5% 6% | 22% | 19% 18% 46% 56% 63% 17%

Question 26: For the methods used for qualitative risk analysis:

Table 37: Percentages of "No Opinion

a) How often are they used? Please rate from never (1) to very often (5)
b) How successful are they in achieving a thorough and comprehensive analysis of
risk? Please rate from not successful (1) to very successful (5)

Arithmetic mean

Questiona | Question b
Brainstorming 4,03 3,86
Risk matrix 4,03 3,97
Personal & corporate experience 4,34 4,08
Interviewing 3,11 3,61
FMEA 2,89 3,1
Pareto 2,15 2,56
Ishikawa 2,13 2.5
Dependancy map 2,07 2,55
Event tree analysis 2,87 2,85
Cost-utility analysis 3 3,39

Table 38: Results of Question 26

The best results are Brainstorming, Risk Matrix as well as Personal and Corporate
experience. Interviewing is used in an average frequency, but is commonly seen as quite
successful. Once again, Ishikawa remains one of the least used methods due to low success
ratings from the professionals. Furthermore, it remains one of the least known methods,
along with Pareto and Dependency Map, as we can see in the table below.
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. Personal . Event | Cost
Brainst 1\1}; Stlz & Corp. Init:t_ FMEA |Pareto izhz e?lep ?\r/}j_ Tree | Utility
| Exp. view W oy Map Analysis| Analysis
Ques-
don a 3% | 5% 0% 3% 8% | 28% | 35% | 23% 16% | 22%
Ques-
donb 5% | 5% 3% 14% | 16% | 47% | 50% | 41% 25% | 34%

Table 39: Percentages of "No Opinion"

Question 27: For the methods used for quantitative risk analysis:

a) How often are they used? Please rate from never (1) to very often (5)
b) How successful are they in achieving a thorough and comprehensive analysis of
risk? Please rate from not successful (1) to very successful (5)

Arithmetic mean

Questiona | Question b
Brainstorming 3,57 3,66
Risk matrix 3,54 39
Exp. Monetary value 3,84 3,97
Break even analysis 3,42 3,63
Scenario analysis 3,58 3,94
Exp. Net present value 3,9 4,09
Risk adjusted discount rate 2,94 3,48
Simulations 3,43 3,86
Portfolio theory 2,46 2,82
Event tree analysis 2,42 2,9
Cost utility analysis 2,53 3,11

Table 40: Results of Question 27
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Here, we notice there are several quantitative methods which are considered as highly suc-
cessful by the participants of this survey. These are once again Brainstorming, the use of a
Risk Matrix, Expected Monetary Value, Break Even Analysis, Scenario Analysis, Expected
Net Present Value and Simulations such as Monte Carlo Simulations.

. Even
Risk ]éreak Sce.— Ex- iljk Portfo- | t Cost
Brainst | Ma- EMV ven farlo pected Y- Simul | lio Tree | Utlity
. Analy- | Anal- Disc.
trix . . NPV Theory | Anal- | An.
sis ysis Rate .
ysis

aQues 3% 5% 5% 3% 3% 3% 10% | 10% | 26% 16% | 17%
Ques 1) 0 0 0 0 1) 0 1) 0 0 0
b 9% 16% | 16% | 19% 14% | 11% 38% | 19% | 51% 43% | 47%

Table 41: Percentages of "No Opinion"

From the table above, we may notice that for the methods given, a good amount of experts
have knowledge regarding the usage and success. With a few exceptions, we can generally
conclude the fact that professionals are well trained and well kept up to date for the
process of quantitative risk analysis.

Question 28: For the methods used for risk control and monitoring:

a) How often are they used? Please rate from never (1) to very often (5)
b) How successful are they in achieving a thorough and comprehensive analysis of
risk? Please rate from not successful (1) to very successful (5)

Arithmetic mean
Questiona | Question b
Checklists 3,71 3,66
Risk Matrix 3,91 4,23
Fault tree analysis 2,56 2,85
FMEA 2,88 3,14
Decision tree analysis 2,58 3,13
Event tree analysis 2,34 2,86
Cost utility analysis 2,57 3,19

Table 42: Results of Question 28
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For the participants of the survey, the trend is to focus on two methods: using checklists
and risk matrixes. These two achieve over-average ratings and can be seen as the two lead-
ing methods for risk control and monitoring, as they also are the most successful according
to the risk professionals.

Risk Fault Decision | Event Cost
Checklist Matri Tree FMEA | Tree Tree Utility
s Analysis Analysis | Analysis Analysis
aQueS“O“ 5% 8% 1% 13% 5% 16% 19%
Question
b 8% 16% 25% 20% 36% 42% 42%

Table 43: Percentages of "No Opinion"

Question 29: /s any software used to aid risk management in your company?

In order to proceed with software related questions, such as the satisfactory level and
usefulness, we must assess whether companies use any software solutions for risk
management.

Yes 65%
No 30%
I don’t know 5%

Table 44: Results of Question 29

The result of this question shows us that 65% of the participant’s company uses some kind
of software to support the risk management process. Exactly 30 % does not use any risk
management software, while 5 percent does not even know whether any software is used
or not. The following question will reveal which software is used.

Question 30: If yes, which software packages are used?

In order to get an idea what software is used, this open question helped us gather several
names of software solutions which support the risk management process.

Software How often

Easy risk 8 x

Primavera Risk Analysis | 7 x

Crystal Ball 3x

In-house Software 2 x
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Excel 4x
Active Risk Manager 1x
OCIS 1x
PMI 1x
Simeo 1x

Table 45: Risk Management software in use

Easy Risk from the Norwegian company Det Norske Veritas, as well as Primavera Risk
Analysis from Oracle are the most common software tools used.

Question 31: Do you think that this/these tool/s have increased the efficiency of risk
management procedures in your company?

It is important to gather feedback from the respondents, regarding their personal thoughts
about the impact of used tools on risk management.

Yes 65%
No 20%
I don’t know 15%

Table 46: Results of Question 31

Over half of the participants agree with the fact that the software tools, which have been
discussed in the previous questions, have increased the efficiency of risk management pro-
cedures. One fifth states that no increase in efficiency can be noticed.

Question 32: Please rank following aspects (1-5, 5 being the most important):

We would like to gain a better understanding over the general satisfaction and importance
of the software used. The respondents might be dealing with these tools on a regular basis
and may give us useful insights regarding these crucial aspects.

Importance of using a software
tool for risk management 12% 1 12% | 8% | 30% | 38%

Your satisfaction with your cur-
rent risk management software 12% [ 15% | 15% [ 54% | 4%
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Table 47: Results of Question 32

Basically, risk professionals agree with the fact that using a software tool for risk
management is of high importance. A majority of the participants give good ratings for the
importance and therefore show us how significant it is nowadays to acquire state of the art
software. The next question will show us what aspects are of high value

Question 33: Please rate following aspects considering your satisfaction level about
your current risk management software: (1-5, 5 being the best):

When evaluating and assessing any software, many criteria must be considered. Some
are not as significant as others, but remain of importance.

1 2 3 4 5

Time 8% 25% | 33% | 21% | 13%
Adaptability to any risk types 8% 133% | 17% | 29% | 13%
User-friendliness 20% [25% | 13% [25% | 17%
Data Export 8% 21% |1 33% | 21% | 17%
User access according to area of respon-

sibility 4% [29% | 25% [29% | 13%
Built in alerting mechanisms 9% [27% | 23% [27% | 14%
Other 29% [ 29% | 14% | 14% | 14%

Table 48: Results of Question 33

Via the results of this question, we can identify which aspects fulfill the respondent’s satis-
faction level, and which aspects need revision/improvement. The aspects named in this
question have been undergone a rating showing how satisfied the risk professionals were
about their current risk management software. The other aspects, which have been given
by the respondents via the open question, were:

e “Compatibility with excel”
o “Further calculation and consideration in time and costs”
e “Process safety”

e “Aggregating risks and uncertainties”

Question 34: Please rank following aspect (1-5, 5 being the most important):

The personal feedback of each respondent regarding the importance for using a
software tool for risk management is of great value. It enables an understanding about
the mindset of the risk professionals, and can help identifying possible improvements.
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Importance of using a software tool for
risk management

25%

8%

42%

17%

8%

Table 49: Results of Question 34

A quarter of the respondents state that a software tool is not important at all for risk man-

agement. The biggest part has neutral opinion about the importance; therefore we cannot

really notice any tendency.

Question 35: How satisfied are you with following aspects within your company’s Risk
Management, on a five point scale with 5 being “the most satisfied”?

We would like to understand the big picture of the satisfaction with current risk
management processes in the companies. Therefore, the risk professionals were asked to
rank their satisfaction level with the most important aspects of risk management. The risk
professionals are mostly unsatisfied with three major topics within their company’s Risk

Management:

e Database handling: the use of knowledge management, handling with data from

previous projects.

e Top-down flow of information: the flow of information from top management to

the lower structures such as risk managers.

e Use of lessons learnt: the learnings from previous projects, companywide best prac-

tices.

General satisfaction was mostly achieved for:

e Choice of methods used: which methods are used for a corresponding stage of the

risk management process?

e Cross disciplinary involvement: finding a good mix between all business units as
well as people with different background, function within the company and experi-

ence.

Other answers were:

e “Incorporating risk analysis with decision analysis”

e “Tracking long term plant reliability”

1 2 3 4 5
Choice of methods used 8% 110% | 38% | 36% | 8%
Frequency of risk relevant procedures 8% 25% | 31% | 28% | 8%
Cross disciplinary involvement 10% | 26% | 23% | 28% | 13%
Reporting 10% | 18% | 34% | 28% | 10%
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Database handling 18% | 25% | 31% | 21% | 5%
Bottom-up flow of information 13% | 18% | 31% | 28% | 10%
Top-down flow of information 15% | 28% | 36% | 13% | 8%
Use of lessons learnt 16% 129% | 21% | 18% | 16%
Other 0% [40% | 0% | 20% [40%

Table 50: Results of Question 35
Question 36: Please answer following questions regarding training:
What is the general opinion about the need for training? Do the professionals believe

they are well trained, and therefore do not require any additional trainings provided
by their company?

Yes | No I'don’t
know
Do you think it is necessary for companies to develop spe-
cific training to help individuals and teams discuss risk and
uncertainty? 90% | 5% 5%
Has your company developed any such training or vocabu-
lary? 55% | 40% 5%

Table 51: Results of Question 36

Almost all participants agree with the fact that specific training should be developed in
order to help individuals and teams discuss risk and uncertainty. This aspect is seen as very
important, although only slightly above half of the companies offer the specific trainings.

Question 37: What areas of improvement does the organization need to focus on to
strengthen its risk management capabilities?

We would like to gain a better understanding over the improvement needs. In order to
strengthen the risk management capabilities, improvements must be made. The
respondents can provide a critical input, therefore they were asked to choose the three
most important areas of improvement, from their personal point of view.

Align risk management and business strategy 58%
Acquire a more comprehensive view of risk 38%
Redefine risk ownership, processes and structure 35%
Improve coordination between multiple risk

functions 25%
Improve risk communication 55%
Leverage technology and tools 18%
Standardize risk processes, methods and tools 35%
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Streamline risk reporting 18%
Promote a tisk culture 53%
Outsource certain risk functions 5%
Other 3%

Table 52: Results of Question 37

The three most clicked choices were:
e Aligning risk management and business strategy
e Improve risk communication

e Promote risk culture

Question 38: What do you see as the greatest barriers to the effective management of
risk in your organization?

It is of great importance to understand the challenges the companies face when it comes to
managing risks and opportunities. These aspects will most probably be the greatest
challenges in risk management for the near future. The three most stated options were:

e Lack of time and resources

e Lack of support from management

e Tack of skills for effective risk management
The answers given via the open answer option were:

e “None since we are a consulting company”

e “External drivers to take risk”

Lack of time & resources 43%
Difficulty in identifying& assessing risks 23%
Lines of responsibility for managing risk not sufficiently clear 18%
Threat from unknown, unforeseeable risks 15%
Lack of support from management 33%
Difficulty harmonizing risk appetite across business units and
geographies 18%
Regulatory complexity 8%
Lack of available data 8%
Lack of skills for effective risk management 38%
Lack of general understanding what project risk management is about | 28%
Effort seen as too high for the benefit it gives 20%
Other 8%

Table 53: Results of Question 38

Question 39: What changes do you expect to your organization’s investment in the
following aspects of risk management over the next three years?

Here, we want to understand what can be expected from the professionals in the near
future, in order to provide recommendations to make the right investments. The

86



3. Benchmarking

companies will have to readjust and optimize certain aspects. Once again, three
answers were required, which could give an idea of future trends regarding risk
management.

Improving data quality& reporting 45%
Strengthening risk assessmentprocess 43%
Management training in risk management 35%
Analytics and qualification 28%
Framework development 10%
Board training in risk management 20%
Setting risk roles & responsibilities 38%
Embedding corporate strategies in regional businesses | 18%
Other 10%

Table 54: Results of Question 39
Here the top three answers were:
e Improving data quality and reporting
e Strengthening risk assessment process

Setting risk roles and responsibilities
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4 Comparison between OMV and the Industry

OMV’s contribution to this survey can be seen as significant, as we notice that 20 percent
of the total answers come from risk/project professionals from OMV. Most of them deal
with risks on a regular basis — as the job titles are Risk Manager, Project Manager, Risk
Coordinator or Contract Manager (Quest.5). All OMV professionals have a technical back-
ground while the survey shows that there can be a small minority with a financial, law or
another background (Quest.6).

It is important to find out whether the company performs risk management within an
allocated risk management organization, or only as part of another greater task. By having a
formal risk management organization, the company should have a risk management
framework which could be in form of a standard. OMV professionals agree on the fact that
there is a formal risk management organization for OMV’s risk management activities
(Qnest.9), but do not find an unanimous agreement on its risk policy, whether it is
proactive, reactive or calculative (Quest.10) although the internal risk management standard
says “OMV takes a proactive project risk management approach through following actions:

e Establish and maintain management commitment to performing risk management

on all capital projects.

e Start the risk management process eatly in the project lifecycle and across the pro-
ject portfolio.

e Include all key stakeholders and disciplines in the process.

e Identify, assess and prioritize all key project risks.

e Take account of opportunities explicitly — do not only focus on threats.
e Evaluate and update project risks and risk treatments regularly.

e Communicate project risk progress and changes to all key stakeholders (including
project owner and steering committee).

e Capture lessons learned and share project best practices. ”

By being proactive, a risk management policy is to avoid risks occurring by all means. The
focus can be set on installing alerting mechanisms as well as having a low risk tolerance.
Proactive thinking involves foresight, therefore anticipates future changes or problems. As
shown in the Front End Loading diagram (chapter 2.4 — figure 3), treating risks the earliest
possible may save a lot of money and may be the decisive point in turning a project profit-
able or not. Being calculative would involve the assessment of probabilities for certain
events. The results of the survey show us it may not be unusual that a company tends to
have a calculative risk policy, while the industry-wide trend is a proactive way of treating
risks.

For all the respondents from OMV which have chosen to answer “proactive” on the
previous question, their company has early warning indicators in place to alert their
management of potential risks (Quest.17). An early warning indicator can be set in place, in
order to alert the responsible in case of a deviation from normal values. It gives a clear
image of the links between performance and risks - driving risk management through
specifically derived performance indicators, focused on the causes of key risks. Risks are
then monitored with the focus on measuring the causes and drivers, rather than lag
indicators describing the symptoms or impacts. This provides a framework for eatly
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warning of future problems. In OMV’s case such measures exist, leading to an advantage
over other companies.

All OMV professionals state that there is a companywide definition of risk as well as a def-
inition of roles and responsibilities (Quest.12), which is written down in the OMV Risk
Management Standard — this has been discussed in the first chapters of this work. The sur-
vey reveals that the main responsible for project risk management is the Project Manager,
who supervises all tasks and processes within a project (Quest.15). Almost 40 percent of the
OMV participants state as well that a designated Risk Manager may share the responsibility
with the Project Manager. The main difference between OMV and the industry lies within
a higher level of responsibility for the board of directors as well as the staff of business
units of companies not related to OMV.

The majority agrees that their risk management system does not follow single official
standards such as ISO 31000 or PMI (Quest.13); instead they let us believe that the system is
inspired by several official standards. OMV follows the industry-wide standard by creating
its own internal framework which is based on the two major standards ISO 31000:2009
and PMBOK 4" edition. Therefore no difference can be observed.

It can be observed that all risk professionals from OMV agree on the fact that risk
management within their company is linked to business planning. We must say that in small
firms, business planning is performed in a more or less weak way. Therefore, a direct link
with risk management is very unlikely to exist. On the other hand, larger companies carry
out a direct integration of risks into the business planning. They associate the identified
risks with their values to the corresponding positions in the business planning. In order to
quantify the risks, quantitative risk management tools such as the Monte Carlo simulation
or sensitivity analysis can be used. Nevertheless, we notice that a quarter of the OMV
professionals states that there is no direct representation of risk figures within the business
planning system while the rest confirms the direct integration (Quest.14). Compared to the
industry, OMV has a small advantage due to the fact that all of the professionals believe
that business planning is linked to risk management in one way or another.

The survey proves that OMV does not conduct risk management for each single project
(Qnest. 18). 1t is regulated in OMV’s project management standard that project risk man-
agement must be performed for all capital projects. These usually have a minimum invest-
ment of 20 Million §. For the rest of the industry, approximately a third of the results show
us that the companies perform risk management on every single project. Fairly over half
state that only some projects are considered for risk management. Projects may significant-
ly differ in size and cost. Performing risk management on a small project may not be eco-
nomical or resources may not be available, which explains why the trend is to not perform
risk management on each single project.

It is unanimously clear that all risks are considered for single projects. Legal, design and
construction, operational, financial, personnel, quality and environmental risks share the
same importance for an OMV professional, and can therefore not be treated differently
during a project (Quest.19). We may notice a slight preference of two risk categories by the
rest of the industry: Technical risks and financial risks. Once again, these are only small
tendencies, it should not be neglected that all risk categories share a high importance for all
risk professionals within the E&P industry.

When it comes to documentation, it is not clear how OMV behaves. Some agree with the
fact that there is always a documentation of the work, such as an update of an existing
database, while some believe that it is only done for a selected amount of projects. At the
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same time, some believe that there is no such documentation neither a database, but state
that such measures are certainly planned in the future (Qwest.27). Therefore, we cannot
really identify the actual behavior regarding documentation at OMV, neither regarding
project clustering (Quest.23). Nevertheless, OMV s risk management standard regulates the
responsibility of the designated risk coordinator as following: “[...] retrieves lessons
learned from other projects and captures lessons learned from the project [...]”. Therefore
we notice a regulated responsibility towards documentation, which can be seen as positive.
The majority of the answers which are not from OMV professionals reveal that the
industry-trend is continuing towards documenting, building up databases and planning to
do so. Gathering all the knowledge is nowadays a key element for success. The trend could
one day lead to building advanced databases, probably intelligent databases able to
determine similarities within several projects and able to filter out key data.

Approximately 60% state that OMV’s risk management system supports project clustering
(therefore forming groups of similar projects with similar risks in order to have reference
projects). This could actually facilitate the search within a database. Like this,
responsibilities as well as expertise can be governed in a more effective way than with a big
range database. Compared to the rest of the industry, the results are to OMV s advantage,
as only 35% of the industry-wide professionals say that project clustering exists within their
project risk management system. Three different softwares are used for the purpose of
keeping a database (Quest.22):

e TFxcel
e Primavera
e FHasyrisk

We learn that the OMV respondents are not very positive about top down flow of infor-
mation as well as database handling, therefore giving medium ratings for these topics (aver-
age of 3.1 for top down flow of information and 3.25 for database handling) (Quest.35). The
choice of methods used as well as the frequency of risk relevant procedures receives the
best ratings (average of 3.8 and 3.9) (Quest.35). These results follow the ratings given by the
rest of the respondents from the E&P industry. The same topics have been selected by
them, which leads to the conclusion that these topics need general revision as well as the
eventual implementation of new structures. New knowledge management software could
be a good first impulse in order to make data and best practices available for everybody
within a business unit, as well as making communication easier between the different hier-
archical layers of a company.

When it comes to the actual task of performing risk management, all OMYV risk profession-
als agree that the project team is mainly in charge of identifying as well as of evaluating
risks (Quest.24). Other popular answer options were:

e By management together with departments

e By workshops with business units

This correlates with the answers coming from the rest of the industry, where we can find
similar responses. The industry wide trend is clearly to put the responsibility into the pro-
ject team’s hands, and trying to gather as much expertise as possible in order to make the
best decisions.

Methods used during Risk Management
Within the industry, the most popular methods used regarding risk identification are Brain-

storming (which is used most of the time and is perceived as being the most successful),
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Checklists, FMEA and SWOT (Quest.25)). We identify the fact that some methods are
commonly better known than others. In our case, “no opinion” mostly stands for the fact
that one either does not know the method, or is not involved in the process of risk identifi-
cation and therefore cannot give further information due to a lack of competences. Meth-
ods such as brainstorming and checklists are well known, commonly used, and are very
efficient, whereas brain writing and method 365 remain unknown in many of the cases and
do not have a high success rating. Within OMYV, three methods are dominating for risk
identification:

e Risk Register
¢ Brainstorming during risk workshops

e Risk Breakdown Structure: a structured and organized method to present project
risks in a hierarchical manner and to demonstrate most likely risk sources. The
most commonly used RBS for industrial projects in oil & gas is TECOP. It pro-
vides a better understanding in risk exposure types, dependencies between project
risks, root causality of project risks, correlations between project risks and overall
project risk.

Regarding qualitative risk analysis, the most common methods used within OMYV are once
again Brainstorming, Risk Matrix, Personal and Corporate Experience as well as Interview-
ing (Quest.25). At this stage, following objectives are of main importance:

e Cost/benefit: maximize value for OMV

e Meeting the schedule

e Production targets

e Ultimate recovery

e HSSE integration

e Community, government, reputation and media

e Legal and regulatory compliance

Industry as well as OMV has the same needs and requirements for their qualitative risk
management approach, therefore we find great similarities in the usage of methods.

The next step following qualitative risk analysis is the quantitative approach. Here, Brain-
storming is again one of the top rated methods, followed by Risk Matrix, EMV, Scenario
Analysis and last but not least Simulations such as the Monte Carlo Simulation (Quest.27).
Especially Scenario Analysis has achieved great ratings amongst the OMV professionals, in
comparison to its results coming from the industry. Furthermore, OMV points out that the
responsibles should remain alert to the dangers of relying on mathematical techniques for
risk analysis and making assumptions that may be false about their precision and reliability.
Qualitative approaches using expert judgment can be more adequate in certain cases.

The last step of the Risk Management Process is regarded as risk control and monitoring.
The best rated methods are Checklists, Risk Matrix and Decision Tree Analysis (Quest.28).
These methods are also the main methods chosen by the respondents of the industry.

Later on in the survey, we learn that the respondents are generally satisfied with the choice
of methods used, as well as the amount of times (Quest.35). We notice that in comparison
with the industry, OMV uses industry-wide practices regarding the methods used within
the risk management process.
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In order to perform Project Risk Management, OMV professionals currently use several
software packages aiming to support the methods and tasks discussed before (Quest.29 and
30). These packages are:

e Active Risk Manager
e EasyRisk

e Crystal Ball

e Primavera

The survey reveals that firms with proactive orientation increasingly take advantage of in-
house software for risk management purposes.

A quarter of the OMV professionals does not believe that these tools have increased the
efficiency of risk management procedures, while 62% do believe in the positive effects of
these software packages. The rest does not believe that any effect has taken place, positive
or negative (Quest.31). In comparison to the rest of the industry, we notice that the people
in OMV tend to be slightly less positive about the efficiency of their risk management
software.

We notice, when it comes to transferring information, that there is a higher satisfaction
with the flow from bottom to up then from top to down, therefore leading to average rat-
ings for reporting (Quest.35). This is a topic which generally leads to unsatisfaction within
the entire industry, and requires an industry-wide development of action plans to enhance
top-down reporting. We notice a slight advantage on OMV s side regarding database han-
dling as well as the use of lessons learnt. Nevertheless, these topics need general revision as
well as the eventual implementation of new structures. New knowledge management soft-
ware could be a good first impulse in order to make data and best practices available for
everybody within a business unit.

The respondents are very satisfied with the amount as well as the quality of trainings of-
fered by OMV regarding risk management, since they see this topic as being very important
so that individuals and teams can discuss risk and uncertainty (Quwesz.36). This general way
of thinking is shared by the rest of the industry, and should not be let out of sight.

Area of improvement/Future

The people involved in risk management within OMV see two great challenges for the near
future, in order to strengthen its risk management capabilities (Quest.37):

e To align risk management and business strategy

e To promote a risk culture

These two topics were chosen by 88% of the respondents and can therefore be seen as
areas of improvement for the future.

We notice three main barriers to an effective management of risk in their organization:
o Lack of time and resources
e Lines of responsibility for managing risk is not sufficiently clear
e Lack of skill for effective risk management.

In all three cases, 50% of all respondents believed that each listed point was a main barrier

(Onest.38).
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In order to make efficient changes in the near future, 63% of the OMV risk professionals
hope that their company will improve the risk management structures and the quality of
management training for risk management (Quest.39).

To following Figure summarises the comparison between OMV and the Industry. (Fig.17)
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use of lessons learnt e Satisfaction with use of lessons
learnt

Fig.17: Comparison Industry - OMV
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5 Conclusion

This final part will combine key deliveries of the literature with those from the survey. In
order to summarize these key findings, the author will provide recommendations for a risk
management process, which will be defined via its critical success factors. The recommen-
dations will not focus on frameworks and methods, as excellent standards already exist, but
will focus more on a strategic approach, dealing with the mindset of the risk management
team. Companies aiming for an industry wide leadership status in project risk management
should behave similarly to the following guidelines.

In generall, project risk management should offer following attributes:
e Risk management must be an organized, continuous task.

e Good internal and external communication: Top-down, bottom-up and company-
third party communication.

e Risk management has to be included & aligned within the project management.

e Risk management has to be communicated, understood and respected by all stake-
holders.

e The effort must be aligned with the risk. The effort must be economically as well as
technically reasonable in alignment with the threats and opportunities.

During the planning phase, therefore when the risk management plan is constructed, key
objectives are to build a strategy for the entire risk management process, decide how execu-
tion will take place and manage a clean alignment with all other project management tasks.
Therefore, three critical success factors can be identified:

e The determination of all barriers which may oppose to a successful risk manage-
ment process. Barriers, as we have seen in the survey, may be the lack of time and
resources, the lack of support from management, such as the lack of available data.

e Build on all stakeholder’s skills and experience. The more knowledge available, the
higher the chance of success will be. Therefore, the higher the percentage of cross
disciplinary involvement, the more knowledge and expertise will be available.

e Respect policies, practices and company objectives (short-term, mid-term and long-
term).

After the planning phase, the first real action phase, also known as risk identification, be-
gins. Effectiveness plays a big role, as it is of great importance to identify as many project
relevant risks as possible. Here, several critical success factors can be found:

e Farly identification

e Regular identification

e Ad-hoc entries

e Comprehensive identification

e Explicit identification of opportunities
e Multiple perspectives

e Risks linked to project objectives
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Complete risk statement
Ownership and level of detail

Objectivity "™

The following step is the risk analysis phase. This is divided in two stages: qualitative and
quantitative risk analysis. Qualitative risk analysis: this phase should consist of the assess-
ment and evaluation of single project risks. After doing so, risks can be ranked and priori-
tized in order to have a certain order for the following steps. Quantitative risk analysis: this
phase provides estimations in numerical values. Here, an overall effect on the project’s
objectives is quantified. Results such as probabilities of success in achieving objectives can
be expected. For qualitative and quantitative risk analysis, four major points are critical to
success:

Consistent definitions: companywide definitions in order to have consistent under-
standing of vocabularies

Gather all kind of information regarding the single risks. Therefore, cross discipli-
nary involvement may play a role again, but also databases.

Use a predetermined approach such as impact vs. probability or simulations.

Perform this task continuously with the possibility to refresh risk-relevant data &
information.

Risk response, risk control as well as monitoring are the last step of this continuous pro-
cess. Concernig this step following points must be observed:

Roles & responsibilities must be clearly attributed. Once a risk disappears from the
radar, clear ownership must show who is responsible in case new situations may re-
quire a new approach to the treated risk.

Communication with all stakeholders in order to discuss the following actions.

Define timeframe for resulting actions in order to align with other project man-
agement disciplines. As mentioned eatlier, project management and risk manage-
ment must go hand in hand in order to be as efficient as possible.

Provide and allocate resources for all necessary responses while respecting econom-
ical and technical boarders.

Respect company policies, project objectives and requirements of the stakeholders.

Never neglect opportunities. These may be the reason a project turns economical
of not.

Direct integration of risk monitoring & control into project monitoring & control.

Keep track of conditions which could trigger risks. Changing environments create
new situations which could trigger a treated risk. As mentioned, defined responsi-
bilities ensure that no risk should be entirely forgotten once it disappears from the
radar.

5! OMV Austria Risk Mgmt Standard, P. 7
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e Risk should always be a topic on every status meeting agenda. All stakeholders have
to be aware of the importance of risk management.

This thesis studied the formal techniques of risk management in all phases; investigated the
organization of risk management as well as responsibilities, examined how projects are
handled, detected the main barriers in implementing an effective risk management system.
For achieving this personal insight view as well as professional expertise of the survey par-
ticipants was essential. By combining the theoretical with the practical input allowed under-
standing how state of the art risk management has to be performed. A comparison be-
tween industry wide and OMYV practice clarified that only minor improvements are needed.
Finally the success factors and recommendations on how companies/organizations may
improve their project risk management practice are provided.
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